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RUEKJCS/0OSD WASHINGTON DC

ZEN/PTC OTC SPT

UNCLAS
SUBJ: SUBJ: DOD INFORMATION SECURITY PROGRAM
ALDODACT 13/04

ADDRESSEES PASS TO ALL SUBORDINATE COMMNADS

REF: (A) EXECUTIVE ORDER 12958, AS AMENDED, CLASSIFIED NATIONAL
SECURITY INFORMATION (B) DOD 5200.1-R, INFORMATION SECURITY
PROGRAM

1.THE PRESIDENT ESTABLISHED A STRONG INFORMATION SECURITY PROGRAM IN
EXECUTIVE ORDER 12958 (REFERENCE A), IMPLEMENTED WITHIN THE.
DEPARTMENT BY REFERENCE (B). ORIGINAL CLASSIFICATION AUTHORITIES
(OCA), DESIGNATED PURSUANT TO REFERENCE (A), AND DERIVATIVE
CLASSIFIERS, ARE ACCOUNTABLE FOR THE ACCURACY OF THEIR CLASSIFICATION
DECISIONS. OFFICIALS WITH COMMAND SIGNATURE AUTHORITY SHALL ENSURE
THAT CLASSIFICATION MARKINGS ARE CORRECT.

2.IT IS IMPORTANT TO STATE THAT CLASSIFIERS SHALL NOT: A) USE
CLASSIFICATION TO CONCEAL VIOLATIONS OF LAW, INEFFICIENCY, OR
ADMINISTRATIVE ERROR; B) CLASSIFY INFORMATION TO PREVENT
EMBARRASSMENT TO A PERSON, ORGANIZATION, OR AGENCY; C) CLASSIFY
INFORMATION TO PREVENT OR DELAY THE RELEASE OF INFORMATION THAT DOES
NOT REQUIRE PROTECTION IN THE INTEREST OF NATIONAL SECURITY.
INFORMATION MAY ONLY BE CLASSIFIED IF IT MEETS THE REQUIREMENTS
ESTABLISHED BY  THE PRESIDENT IN REFERENCE (A) AND REITERATED IN
REFERENCE (B) .

3.THE UNDER SECRETARY OF DEFENSE FOR INTELLIGENCE (USD(I)) SHALL
ISSUE MINIMUM TRAINING REQUIREMENTS FOR OCAS AND DERIVATIVE
CLASSIFICATION AUTHORITIES WITHIN 45 DAYS. USD(I) ALSO SHALL ENSURE
THAT SECURITY CLASSIFICATION GUIDANCE IS UPDATED, CORRECTIVE ACTION
IS TAKEN, AS APPROPRIATE, AT DOD COMPONENTS THAT GENERATE INFORMATION
RELATED TO DETAINEES AND PRISONER ABUSE, AND THAT ALL DOD COMPONENTS
CONDUCT ACTIVE OVERSIGHT OF ALL OCA POSITIONS FOR JUSTIFICATION TO
MAINTAIN THIS AUTHORITY.

4.ALL CLASSIFIED DRAFTS AND WORKING PAPERS SHALL BE CLEARLY MARKED AS
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SUCH AND CLASSIFICATION MARKINGS APPLIED AS REQUIRED BY REFERENCE
(B). DRAFTS AND WORKING PAPERS MAY NOT BE USED AS SOURCES FOR
DERIVATIVE CLASSIFICATION PURPOSES.

5 .ANY QUESTIONS SHOULD BE SENT VIA THE CHAIN OF COMMAND TO ONE OF THE
MILITARY DEPARTMENTS SENIOR SECURITY OFFICIAL, THE DIRECTOR OF
MANAGEMENT, JOINT STAFF OR THE DIRECTOR, SECURITY, (ODUSD/CI&S).

PJBD. . .INFO *kok ok
USRMCLO. . .INFO *kkx
JSSC. . .INFO *dk ok
SHAPE LNO...INFO : *k ok ok
USSOCOMWO. . . INFO * ok ok ok
JOINT STAFF V1 3
ACTION (u,7)

INFO SJS-C(*) SJS-C(1) NMCC:CWO(*) CMAS(*)
CMAS (1) JS COMPT(*) PJBD(*) JSSC(*) USSOCOMWO (*)
JMUSDC (*) USTRANSCOMWO(*) JSAMS({*) SECDEF-C(1)
SECDEF-C (*) JCSONNIPRDA (*) JCSONSIPRDA (*)

SECDEF V2 0
ACTION SECDEF WASH DC(*) (U,6,7,8)
INFO CHAIRS (*) CHAIRS TESTBED(*) CHAIRS2(*) DOTE:0SD(*)

DOD:IG{*) ATSD:IO(*) NCCS SUPPORT(*) MDA (*)

C3I-DASD-DCIO(*) USDAT:STS(*) ASD:PA-SMTP (%)

DIR:PAE-RAM(*) DIR:PAE-SSACP(*) DIR:PAE-DCL(*)

USDCOMP (*) MILPERDIV(*) USDP:ESC(*) ESC-SMTP(*)

IG-DCIS KWS (*) OSDONNIPRDA(*) OSDONSIPRDA (*)

+SAFE :

TOTAL COPIES REQUIRED 3
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