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CUI Registry — Agenda

= Registry is central to any discussion of CUI

= What it is/Where to find it

» Background and Authorization

= Development of Initial Categories/Subcategories
» Registry Launch (2011)

= Post-Launch development/Ongoing maintenance
= 32 CFR 2002

= Policy and Guidance Documents

=  Agency Implementation Policy and Practice

= What's Next?

= Online Demo

* Final Questions
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CUI Registry — What is It?
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CUI Registry — What is It?

» The CUI Registry is the authoritative source for direction regarding
CUI policies and practices.

* The publicly-available online repository enhances transparency:

— Includes policy and guidance documents.

— |dentifies categories and subcategories of unclassified
Information that require safeguarding and dissemination
controls consistent with law, regulation, and Government-wide
policies.

— Provides descriptions for each category and subcategory;
identifies the basis for safeguarding and dissemination
controls; contains placeholders for associated markings, and
Includes applicable safeguarding, dissemination, and decontrol
procedures.
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CUI Registry — Where is It?

Elogs | Bookmark/Share |Contav:tL.ls

[ S=aich Archives gov
Teachers' Rescurzes Qur Locations

Controlled Unclassified Information (CUI)

Home = CUI

Established by Executive Order 13556, the Controlled Unclassified Information (CUT) I B I ‘_m” o :Il
program standardizes the way the Fxecutive branch handles unclassified information that 108
requires safeguarding org abto and consistent with law, Use the CUI Logo

paPS0y ornment-wide policies. Learn About CUl =

Contact Us

News and Notices

Registry

« December 8, 2014 - Welcome
to the new CUI Portal!

= The CUI Registry is the authoritative source for guidance regarding CUI pelicies and practicas.
d

L

Under Development -
Registry

Search the Registry: | Go

arkings

32 CFR 2002 - Implementing
Directive

Warking Handbook

Policy and Guidance

Access Registry by
» Category-Subcategory = Execulive Order 13356

= CUINotices

Limited Dissemination

Additional Information
* CUlGlossa

Decontrol

Training Oversight
Learn about training developed by the Learm about CUl oversight requirements
A Executive Agent for CUl ussrs and tools.
« CUl Training Modules « CUIReports

www.archives.gov/cui
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www.archives.gov/cui

Istry — Established by Executive Order 13556
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Executive (rder 13556 of November 4, 2010
Controlled Unclassified Information

By the authonty vestad n me a0 Prisidest by the Constitution and ths
laws of the Unilod Stales of Amorea it = horby ondersd 2= follows:
Soction 1. Purpese This order esibiishos an open and wniform progam
fior managing infxrmation that roguires imgy o dizseminotion comtrols
pursaant to and oonsistest with law, regulations, and Govenmant-widae
pelicias, exchding information that is classsfied undar Executive Order 13526
of December 20, 2000, or tha Alemic Energy Act, as amended.

Al presont, executive departmoats and agencies (aguncins oy ad hoc,
?lﬂrl‘.!pﬂ'_lﬁl palbciss, Enxni;um andagmarkm;q ﬂlq\unfan'd comtrod
is formation, sech as infarmation that invalves privacy, security. propn

mr{‘:mmsm imtarasts, and law onforcmeant mvnmgitmzu This mﬂlﬁrml
conhssing patchwork has rusulied in incomsistont marking and sfaguanding
af docaments, led to untler or upnecessrly mstrictive disssmination pali-
cins, and crosted impedimonts o :ulhﬂrmnI informudion sharing. Tha Bct
that these agency-specific polices arm ofien hadden from peblic view has
anly sggravated tha=s 1mmes

To addmes thew probloms, this un:lur ml.j:l.ub.u 4 program far managing
this information. hervinaftar d bod @ dlad Unclessifiod Infsrma-
tion, that emphasize e opanness and pniformity of Covenmant-wids
practica.

Sex. 2. Gowtmallod Unclessifiod Is formation (CUT1

[al Tha CUT mtegoriss and subcategoris shall serve @ exclusive desagna-
tons for identifying unckasfied information throughoat the axecutive branch

moquires safoguarding or dissemination costmals, parssant o and con-
sestent with applicalble law, mpulaions, and Covammant-wide policies,

[b) The mom Ect that informarion is designated as CUD shall not bave
a baaring on determinations paraant to any law mquiring the disclosars
af |||I:muﬁnndnr psrrmmag dl\;lwl!lﬁ as a matter of discration. inclading

o fudic

[l The National A.rLI:mus and Rocords Administration shall serve as the
Exorutive Agomt to implemant this onier and oversos agency amsoms o
ansure compl mmce with this arder.

Sec. 3. Roview of Currest Desips otions.

[a) Pach agemcy bosd shall, within 180 days of the duis of this ondar

(1] roview all categorias, subcstogorie, and markings used by the spuncy

to designate unclassifisd information for ssfoguarding or dissemination

contmls; and

(2} submit to the Exscotive Agont o catalogue of proposed oasaporios

and subratagonss of CUL and proposed asociated markings for isformaton

designalod as CUT undar sscton 2{a) of this onder. This submission shall

rovide definitions for aach propased i and subratogory and aden-
Fil\r the basis in law, rn@plg::n or Cumwmnm wida polcy for safo-

puarding or dissemination controls.

(k] 1f there = significant doobl sbowt whether information shoukd ba
designatnd as CUL it shail not ba s designatod.
Sec. 4. Dewnlopmant of CUT Categories asd Policies,

fa) On the basis of the sebmission: sndar saction 3 of this order or
future proposals, and in oonsultation with afocted agoncies, the Exscutive
t shall, im a timely manner, ove categurses ans subctagories of
éﬁ“.lad sssnedstod markings mﬂﬂ:‘m uni;gumh' throughou tho axocy.-
tvn bramch and to become affective wpon pubhc;mm im the mgisy estah
lshad ondar subsection [d) of this saction. No unclewified nformation
masting the reguinements of section 2(2) of this un.iw shall be disspproved
for inclusion as (A1, but the Exocative Agont may rmnh;drnnl'lni amoag
mLzy

15 mpiaadie Covmemtwids samdeds ol puidsios i
Neaand iobituce of Saadeds muel Tebatioy. and sppk
m.lnlu-! ¥tk D o Masppaneal it
e Diracrr o Kl
Imiqn s Commniy 2

A

huﬁmﬁmmmlh\.ubmlln.ﬂwi

T b o b et e o el e 1

sclins ol Cay D of Manmgperand aad Bockns pdating
o bcdasary, peaads

catogaries and subeaisgories of CLTT o achiove ke
tha markings to bo asad.

) The Exucutive Apunt, in comsolistion with affocted aponcics, shall
dovelop and msus such dirscives 2 2 newsry W implomant this ardor.
Soch dirctives shall bo made available o tha public and shall prvida
puolicios and proosdures omoeming marking. paarding, disseminatiemn,
and docontrol of CUL that, to the extent practicable and permitted by law,
mﬁul.uuu apd Covernment-wida poleies, shall remain consistest acroes

rigs and sebosegories of CUT and throughost tha axecutive hnnle
||:| valoping sach dimectives, rate consdecation should be giv
to the ruport of the inboragency 'I'qyina’:n oo am Controlled Unelassifed iur
mation published in Asgust 2009 Thu Fxooative Agant shall iswee mitial
diractives for tho implemontation of this onder within 185 days of tha
dlate of this order

ic] The Exscutivae Aﬁml shiall convens and chair muﬂ‘:ewur_\' mmﬁ
o discuas mae
i 1 year of the dste of this ordor, the Exscative
estzblizsh and maintain a public CUT registry reflecting asthorimed CU1
us amd sube rias, amrlamd markings, and applesble sabguanding,
pination, and decoetrol prcodures

ol ¥
an iaswo relased 1o the implomentation of this ordor, that issue may ba
appealed o the Prasidant through the Director of the Gffice of Managoment
and Budipet

il In performing its functions wnder this onder, the Exscutive Agest,
in accordanes with applicble liw, shall sonsult with ropressitatives of
tha public and Stabs, . tribai, amd privale seclor partnars on mattors
melated ta approving sEtegories and sehcaegers of CUI and dewlopd
mhnmnlml:rw;nun::sim Eund by the Em!:hw Apont pursuant to p‘hugl;

Sec. 5. lavplomoniatios .

fa)] Within 180 days of the msuanes of imitial polivies and procadusms

by tha Executive Agant in aecordasice with saction a(b) of this order, sach

oy thai originates or hasdles CUT shall ;rmvllh the Exscutive Agent
with 3 pro plan for with the of ths ordar,
including the @tablishmant of itarm target dates.

k) After 3 roviow of ?anrv plara, and in consaltation with afected
agmncies and the Offes of Manapement and Bodget, the Exansive Agent
akall astablish deadlines for phased implomentation by agencias

[c] In nach of the fre 5 yourm Mollowing the due of this onder oed
biomnially theresfaor, the Execotive Agent shall publish a repot on tha
status of agoncy implamantation of this ordes.

Soc. 8. Ceneral Provivions

fal Thas u—dat shiall ba nqp-hmunhd in 3 mannar consisteet with;

(] apg Lo, g I af lity and privacy

rights;

£2) the sttusory authorty of the heads of agencis, incheding authorities
maited to the prowdction of mfrmation provided by the private sector
0 the Faderal Covernmant; and

. minin e e an
] Thia ocder = =, and mate ary v
w or pracedunl, exforcubly = bet 1 ix squity by amy
. A tha Lttt fta e,
oy otbo pa
el T brect 1o

10 Ths Anoney Cavsced apss rapissn by da bl of
: v Agrant <xall oo inpaeprerchiva v i
nars “

Sec. 4(d): Within 1 year
of the date of this order,
the Executive Agent shall
establish and maintain a
public CUI registry
reflecting authorized
CUI categories and
subcategories, associated
markings, and applicable
safeguarding,
dissemination, and
decontrol procedures.
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CUI Registry — Agency Input
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Executive (rder 13556 of November 4, 2010
Controlled Unclassified Information

By the authonty vestad n me a0 Prisidest by the Constitution and ths
laws of the Unilod Stales of Amorea it = horby ondersd 2= follows:
Soction 1. Purpese This order esibiishos an open and wniform progam
fior managing infxrmation tha reguires safiguanting or disseminaion coatrols
pursmant to and onsistest with law, megulations, and Govemmant-wids
pelicias, exchding information that is classsfied undar Executive Order 13526
of December 20, 2000, or tha Alemic Energy Act, as amended.

Al presont, executive departmoats and agencies (aguncins oy ad hoc,
?zurv spacific policies, Erucniu.:m andagmarkm;q Munf:nd comtrod
i5

mformation, sech as infarmaton that invalves privacy, secerity, propn
rtv‘ahmmsm imtarasts, and law onformmant investigations. This inaffcienl,
conhssing patchwork has rusalted in inconsistont marking and sfaguarding
af docaments, led to untler or upnecessrly mstrictive disssmination pali-
cins, and crosted impedimonts o :ulhnrmnI informudion sharing. Tha Bct
that these agency-specific polices arm ofien hadden from peblic view has
anly aggravated thass smmes
To addmes thew probloms, this un:lur ostablishas 3 program for managing
this information. hervinaftar d = G dlad Unclessifiod Infsrma-
tion, that emphasine the opanness ami wniformity of Covenmant-wids
pructica.
Sex. 2. Gowtmallod Unclessifiod Is formation (CUT1
[al Tha CUT mtegoriss and subcategoris shall serve @ exclusive desagna-
tona for identifying uns h::ﬁud information throughoat the axecutive branch
irus r melrmls, parssant o and con-
sistenl with ..pplu:n!-l- o, n-ﬁul.d-nqs and r‘mmmuu wide policies,
[b) The mom Ect that informarion is designated as CUD shall not bave
a baaring on determinations purmant to any law mquinng the disclosas

af |||I:muﬁnndnr psrrmmqg ril'!;lnsulm as a matter of discration. inclading
o judic

[x] Tha Natianal A.rLI:mus und R..mrd.n Administration shall serve as the
Exocutive Agmi b0 il &) OTarSa0 Aguncy amsoms o

. MU iaw off Curnest Dﬁ.ﬂp tions.
[ Each agency bosd shall, within 180 days of the dale of fhis of
(1] ruview all categorias, subcsogorie, and markings used by the spuncy
to designode untlassified information for ssfoguarding or dissominatson
eomtrols; and

(2} submit to the Exscotive Agont o catalogue of proposed oasaporios
and subratagonss of CUL and proposed asociated markings for isformaton
designalod as CUT undar sscton 2{a) of this onder. This submission shall

rovide definitions for aech proposed cbe) and subatogory and &
Ei\r the basis in law, g::n or c.mﬂ:?nm wida polcy for safo-

puarding or di_u»min.l!cm controls.
E thare L-. significant doobt sbout whothor information
s shall not be sy dasignated.

fa) On the basis of the sabmissions sndor saction 3 of this onder or
future proposals, and in oonsultation with afocted agoncies, the Exscutive
i shall, m a timaly mannoer, approw categorss and subctagorios of

amdd smenedstod markings 1o bo applisd wniform by throughout tho exoe.

i) This urdke sball ot be csnstrued ® impei o ollunie ofect the

tiva bramch and 10 become affective wpon publication in the megistry estab- r...,,...., ‘of U Dirwcson < thas e o Massagercanct aad Berckp rudafisng
feshard wndar subisection [d) of this secson. No unciesihed nformaton S e, et byl

masting the reguiements of section 2(2) of this ondoer shall be disspproved It Thin ootor = rt it o) fid not, cmate any right o
for inclusion e CUL but the Esscstive Agost may msolve conflicts among ﬂ-:wun -.:fm [y mmu‘._h:n'{m' L Lok
catogaries and subeaisgories of CLTT o achiove ¥ and may ds oy Y Al o,

tha markings to bo asad.

) The Exucutive Apunt, in comsolistion with affocted aponcics, shall
dovelop and msus such dirscives 2 2 newsry W implomant this ardor.
Soch dirctives shall bo made available o tha public and shall prvida
puolicios and proosdures omoeming marking. paarding, disseminatiemn,
and docostrol of CLUI that, 1o the extunt practicable and permitted by law,
n;pul.uuu apd Covernment-wida poleies, shall remain consistest acroes

rigs and sebosegories of CUT and throughost tha axecutive hnnle
||:| valoping sach dimectives, rate consdecation should be giv
to the ruport of the inboragency Tqyi IE?JII co em Controlled Unclassifed iur
mation published in Asgest 2009 The Eveoative Agent shall iswee wwitial
diractives for tho implemontation of this onder within 185 days of tha
dlate of this order

ic] The Exscutive Agant shall convens and chair intoragency meatings
o discums matiors partaring b the program astablshed by this ordar.

i8] Within 1 yoar of the dse of this ordor, the Excative Agent shall THE WHITE HOLSE
sstzblizsh and maintain a public CUT registry reflacting anthors CUl e, TN

F——— rius, msociatnd markings, and sppleable sbguartiog,
smceminzticn Euntml pncudures o e o

fn) ¥ the Executive Agamd and an agency cannot mech sgremant on
an issea relted lo the mphmn:lnun:a‘f this crder, that jsue may ba
Jpp-m]ld o tha Prasidant through the Director of the Ofice of Managoment
and Budgel

il In performing its functions wnder this onder, the Exscutive Agest,
in accordanes with applicble liw, shall sonsult with ropressitatives of
tha public and Stabs, . tribai, amd privale seclor partnars on mattors
melated ta approving sEtegories and sehcaegers of CUI and dewlopd
mhnmnlml:rw;nﬁvm Eund by the El.m_!:l.lw Apont pursuant to P“E
a

Sec. 5. lovplomoniatios .
fa) Within 180 days of the msusnrs of initial polivies and procadims

(a) Each agency head shall, within 180 days of this order:
b (1) review all categories, subcategories, and markings
w used by the agency to designate unclassified information
for safeguarding or dissemination controls; and (2)
submit to the Executive Agent a catalogue of proposed
categories and subcategories of CUI ... and identify the
basis in law, regulation, or Government-wide policy for
safeguarding or dissemination controls.

kT
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CUI Registry — Executive Agent Consolidation
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as of the sabmiastons sndor saction 3
proposals, and in oonsultation with afocted agoncies, the
i shall, m a timaly mannor, approve categoros and sy

amd smsnedstod markings 1 bo appliod wniform by throughout thn a‘n-_u

menlic tiva bramch and 0 become affective upon publication in the megistry extab. T T ALl iyt
lishand wndar subsoction () of this saction. No unclesifiod fnformation it el
Wifenct Mgt Presidential Documentis mecting the requiements of section 2(a) of this order shall be disspproved Sencleerse o ol gy U el
Vul. 73, Ne 218 for inclusion e CUL but the Exocative Agest may msolve conflicts among Pty cypent thn Uit Statas, sty davaremn
1 . garias and su!ua:nguma of C171 o achicwe unilormity and may detarmi il vy o fpar, 0 oy, i
Tumsiny. Norversimy 0. 2010
3] mt. in consolistion wit Cies, shuall

Title 3— Exscutive Orider 13556 of November 4, 2010 dovelop and wesun 3 mplamant this ordar

Soch dirmctives shall bo made available o tha public and shall prvida
The President Controlled Unclassified Information o e e e R e
By the authonty vestad n me a0 Prisidest by the Constitution and ths |um$

and 1
2% (a) On the basis of the submissions under section 3 of this

laws of tho Uniled Stales of Amorieca it is homby orderad o= follows: tutl_u = e 3

Section 1. Purpose. This order sstabisben an open and wniform progrm - order or future proposals, and in consultation with

C
fior managing infxrmasion tha mqhm safugruaniing or disseminmion comtrols data s
pursmant to and onsistest with law, megulations, and Govemmant-wids

D e e i Sy 4 ey ™ e 12828 i affected agencies, the Executive Agent shall ... approve

Al prosont, executive departmeats znd aguencias Iagnmuus F.uin:u ad hoc, L}

B e e comtr -t categories and subcategories of CUI and associated

mformation, sech as infarmaton that invalves prvirw SOCHTILY, pRopT W
busingss interusts, and law onforomant investigations. This inafficienl, —

ey it K e ot e it g - markings to be applied uniformly throughout the
g E.ﬁ???s‘ﬂé&‘:&"“.iﬁ:r g from pabh view has Pty : . . .

ey e o N = executive branch ... No unclassified information

To addmes thews problems, this order ostablishes 2 program for managing I a Lt = Al s
e e e T o - meeting the requirements of section 2(a) of this order
practica. impls

Sex. 8. Gt Unchusifee bforemtion (GUT e shall be disapproved for inclusion as CUI, but the

[al Tha CUl miegariss and subcategorms shall serve @ exclusive designa-
tona for identifying uns hasified information throughoat the axecutive branch fal

2 s s, pueseast 0 2ad con. il Executive Agent may resolve conflicts among categories

sistenl with ..ppln:n!-l- Law, maguelitions, and r‘mmmum wide policies,
[b) The mom &ct that information is doessgnated as CUL shall oot bave incla

2 bearng n detrmination o 1a S law ugainieg tha dnclosar ™ and subcategories of CUI to achieve uniformity and

af infarmaton ar psrrmmng dinclosum as a mattar af discation, Rclading
the or judicial b by iy

o6 Tttt Rt M ot e h.i.iL may determine the markings to be used.

ansure compl mmce with this arder. vors 2 3
Sec. 3. Roview of Currest Desips otions. ;‘__“: né:f::?;:rdh“ T
(d] Each sgescy bosd shall, within 180 days of the daie of this ordar
(1] roview all categorias, subcstogorie, and markings used by the spuncy

fa] Thas ordar a}uLl Im nqp-hmunhd in 3 mannar consisteet with;
aof

+ lizy
to designode untlassified information for ssfoguarding or dissominatson E-:‘;h o o k- peiracy
e h- { the hoads af ading awthar

£2} the steutory sathoray of the 5 s, incheding a rifies
(2] suhmit to the Execotive Agont 2 catalogue of proposed casaporics mited to the prowsos of mirmation p?-.‘}‘:im by the ;Eiv:m sacior
and subratagonss of CUL and proposed associated markngs for m[nrma!wn o thia Padssal Covernmant: aiad .

designalod as CUT undar sscton 2{a) of this onder. This submission shall
rovide definitions for ae posad by sihcatagory adea-
Ei\r the basis in Low, nq;llpmnn ar Cmg:rym':g wida P}h{_ha‘-ﬁ aafu
puarding or dissemination controls.
(k] 1f there = significant doobl sbowt whether information shoukd ba
designatod as CUL it shall not ba so dasgnated.
Sec. 4. Devolopment of CUT Cotegories asd Policies,
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CUI Registry — Categories and Subcategories

Data elements requested:

1. Agency
Proposed Category (EX: Privacy)
Definition/Description of Proposed Category
Proposed Subcategory (if applicable)

Definition/Description of Proposed Subcategory (if
applicable) (EX: Health Information; Student Records)

Proposed Marking

7. Statute Citation and Name (USC) OR Federal
Regulation (CFR) OR Government-wide Policy

8. Required Safeguarding Controls AND/OR Required
Dissemination Controls

-l

&




CUI Registry — Categories and Subcategories

7¢) Policy must be Government-wide

Subcategory
Definition/

Description
(if applicable)

= Template format was supplied to agencies

— Helps to clarify specific elements needed from Agencies
— Consistent format assisted Executive Agent evaluation

= More than 2,200 submissions received

= Process of review, consultation, resolution,
consolidation

% 1500
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CUI Registry — Categories and Subcategories

Evaluating a Control Authority

Protection without specific instructions — CUI BASIC

Page #07 TITLE 4—-THE FUBLIC HEALTH AND WELFAEE § 1681

INFORMATION SECURITY
OVERSIGHT OFFICE

NEmmmrms W Tory

This subchrpter. seferrad ta tn sibsec. W13 wan in
the criin! s L
109 ME, Jualy T2, TNC,

Emt gut Under ssouina 16201 of UE Btle and Tabies,

§180L8. Public acecss to sox offonder information
through the Ieternct

i le general

oept am provided 1z thie section, each jaris-
dckon shall make avalable on Che Internel, to
4 manner that s readily accessthle to all jurs-
dotions and to tha public, all toformation aboot
each sox offender in the registry. The jurisdic-
100 shall AnLa1l the Iniertel s1te 10 A mal-
ner that will permit the paklc to obiain el-
evant infrmatiex for cach sex effandor by osin
gle gquery for asy given aip code or geographic
rafius Bet by the meer. Ths jurisdiccion shall
also includs m the desym of 115 'Imamo( =tta all
fleld earch capabilities needed for full parttal-
patlon In the podin Nallors] 3!: Cilender
l’uhl'c 'p\ehs‘u anc znall aamuveue n I.hac

fandatoey sremptions
a ]m‘\smmmnsnul axpra gk Erom aisclozur
he \denitty of amy victtm of a sex of

fensa:

(.‘.J e Social Secarily number of the sex of-
‘endar:

(h any rafarencs to armats of the sex of-
fender that did not resalt 1n conviciion;
8 any utber afcrmabion u:lllll s

tet Dptinnsl e
_\Jm:ruu!unmu svengh Frora dizclosire—
(L) &Ny nformasion abomy 3 cler I sex of-
fendar convicted of an offenss othar than a
apectfied offense agpinat & miner
(Z) ibe name of an employer of the se1 of-
fendar,
() the nama of an oducational astitution
where the sex offesder 12 a =%

() auy eiber Iaftmalion Siempled tom
ﬂ's’:'lc‘sllvn by the Attarney Ganaral
b Links

Tue s1% shall melude. o (be srlent prac-
. inks o sex offendar mafety and edu-

s Corepetion of ereors

Tha mte shall Includs INErICHOEs of oW 0
soak correcttan of information that an tmdivid-
ual contends 1o erroncous,

iF) Warning
The sita shall inelude & warning that informa-
tion on tha sits chenld not be usod to erlawhally
Injure, harasm, oF commit & crime against any
Individusl nammed In the PeEstry or restding or
working at sny wwported address. The warning
shall neta that any such mciton conld regult in
111 O Crminal penal e
Tub. L. 106 M40 title 1, §118, July 27, 3WG. 120
Stat, 86

§16010. Noticnnl Sex Offcader Registry
(@) Tnteract

Tha Attorney Cenaral shall maintatz 8 ma-
tiomal databaco st tha Fedorsl Buroan of Iaves.
{igaiton for emch mex olfeader and any other per-
soR required ic register in & jurisdieiten's sex

offander raristry tahiamn shall ba Enows
a0 the Nattonal Bex Offender Remiatry.
ihi Klectronie forwarding

The [.‘n‘ Geansral shall etsere (droagk

the Natia x (Hfander Reglstry or other-
wizal that nd.ﬁmd information shont o cox of-
fender 1= immediately bramsmiited by electronic
Torwarling be ATl reievant Jurislicons.

(Pub, L. ¥B-248, trels I §138, July 27 2006 120
Stat 566

FIEAM. Thea Sjodin Nati
— u Bjodin Natim

imh hnblkhmll

There
Sor Efiener PEbLL Wabn

(b} Informativa ta bo peos

4 on a jurlslcions ok
1 allow the public o

a5 MEY b esun jished Iy

I (3) any reference to arrests of the sex offender

(Pub, L. 500218, tels I,
Slak 307}

vem wee v s CNAL did Mot result in conviction; and
eole Lapp Community

(8) Establishment of Prog

neeemses (4) any other information exempted from

and Alexandra Nieole Gap
tion Program (hersinaft
erred 1o ad

i e d1sclosure by the Attorney General.

Excapt 42 provided i
diataly after a sex offentder repismwss or umswes
a regisiration, 13 appropriace officis] i tha ju.
L the inferreation in LM\

T [DETRALICE SRen pled [
Aaclosie by the Ats ma\ Fenarall about <hr.
offardar to the

ha shiall inclade

Hagis :

@ Apmroprists low onforaomant sgoactes
(ircludtng probasion spencies, I approprisie).
and each sckcol and pablis housing agency. L2
each area in whizh the mAvideal resides. is an
employce or 6 a student

3 Each junsdiction wl)c
resides 15 an amplovas, o b adent, and
wach jurisdiction ar io a changs of
restdence. employment. or student status oo-
curs,

s (he e offendss

(b) Mandatory exemptions

sermine™ A jurisdiction shall exempt from disclosure—
it (1) the identity of any victim of a sex offense;
maenos  (2) the Social Security number of the sex offender;



http:CMPOd.iN
http:lllf<W"-mw:io.fl
http:�\'Q.,.ou
http:lnW!rr.et
http:l'Abl.ic
http:l"lll((st.TY

(7) Protect the confidentiality of the
identity and location of persons subject to
registration requirements as convicted

CUI Registry — Categories and Subcategories

Evaluating a Control Authority

Protection with specific instructions — CUl SPECIFIED

g0.MM1B

Attarney General for the Criminal Di-
ViS10m O Nl OT her deleges. ‘e 1rec-
tor of tha United Siatas Marahals Serv.
lee and officers of the United Siats
arshals Sarvice dasigns by h
zhall also be authorized io transpord
SUFTEMET, TECEVE and MANED Cis
tody of Priscier-wilnasses emporarily

Statns paruant to @ treaty, eesentive
a;,—mamnt or ochor Ingal satharivy,

accepd retmbursement from foretgn
aLLNmL 1o WheD ppIogriate.

[Order Mo 1080 0L, 58 FT! #smi, Zept. 0, 1004)

01118 Witness Security Program.

|a) In cozxnection with the protection
af n witmam, 2 patential wiinss, or an
tmmadiata fomily meombor o clogs oo
soslate of a wittess or potential wil-
nesz, the Director of the Unlted Biates

atle the peraon to estabiish & acw den-
Lty o1 otherwise protecs the punu:\

(2] Provide Bousiog (o7 the paren

13] Provide for the r.m*smn.mun of
heusehold forniture and other personal
protersy to 5 maw rasidance of tha par-

4] Frovide to ihe persan a payment
Lo meet basle UVIIE expesses 11 & sum
astahlished 10 accoedance with regula-
ttome tssued by the Mrector. for such
tima s tha At.tornsv Caneral datar-
minee bo be warran:

150 At thie pocoon fa ohating &m-

offenders under Federal or State law, pirnen

including prescribing alternative
procedures to those otherwise provided by \;:
Federal or State law for registration and
tracking of such persons;

%
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161 l’m\-me cLI:.eI ser.rlcos TacesEary
= bocoming =elf-

o m[:H.rulDr Tequiremante = cor)
vl:i.ecloilendnrs under Federal ar Sta

wthﬂsoothorw iz prosin

trameferrad from or to fhe United ol

i o & e
m.ﬂﬂm protaction. andar 18 ‘5(‘
52 &t eg., or any nther matter con-
cerateg the pemon or the Program,
shall not be disclosed except at the di-
recilon of the Attorney General, the
ezistant Attornev Cenersl in chagg
gpCriminal Tutsion. ar the Jec

Siram.
3 anet 01 srae or local
law enforceme m venats, he Director
ghall, withoot undue delay, discless to
sach officlals the ld.emltv Tocation,
criminal records, and fingerprints ro
lating to the permon mlocated or pro-
Lected When Uhe Direclon Knows o the
megaesl 1ndicabes ai Lhe PEASOL 15
under tzvestiEation for or has been ar-
rostad for or chanred with an offense
that i puniskabls by more than one
year in prison or that 11 & arime of vio

- lence,

[Ordes Mo, 2611000, B PR 486 Sept. I

Trovido suitablo decumazts to on. 3w,

50112 Epecial deputation.

The Tirectar. Tnited States Marshals
Sarviea, 10 wuchorised to doputize tho
following persons to perform tha fume-
tioza of & Deputy US. Marshal in any

ot destmatad by the Dirsctor:

{a) Salected olficers or employeas of
tha Department. of Jusitea:

{t) Edlocted fedorsl. state, or locsl
law enforcement offlcers whenever L]u.
law enforcement 'wedao[ the U3, Ma
£hals Servica =0 requl

i) Aelnetad en;sln\rms of privase s
curty eompantes tn providing court
reom security for tho Fodoral judic!

P

{0) Dther ms designatad by the
Assnclate AltoTnay Gensral pursuant
to 801 CFR 0,19 030,

J Al suck deputattons shall expire on o

date certaln which alall be stated oo
the face of the deputation.

fim-  [Order Mo, NriLw?PmFEﬂmi_

S] 1f_tc-m:| D‘rocum:n Ent for semca
materals, and supplies. and tle ren-
avation and constractian of smfe sites
within oxisting bulldizgs from othor
provision of faw ss nay be reguired bo
melntain Lhe secerily of POLes Live
WILTesEses and the lm PETILY OF the Wit-
negs Raenrity

(i3

i amended at 01 FR 0057, Junc 38,

§m11a Ilﬂl.elegnnnul muthority.

The Director, .5, Marskals Secvice.
\n autharisod bo md:o'lng:ltn to may of
Tt subordinates any of the powens and
funstiens vested 1 him by s sub-
PATL, BXCEPT Lhat the authonty to ap-
proa Uather ecesmary armenditoees in

(b) The identity or location of
any other information
concerning a person receiving
protection under 18 U.S.C. 3521
et.seq., or any other matter
concerning the person or the
Program, shall not be disclosed
except at the direction of the
Attorney General, the Assistant
Attorney General in charge of
the Criminal Division, or the
Director of the Witness Security
Program;
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data could not be obtained without undue bur-
den, dnd Lhe data subject Lo such estlmates has
been noted In the report.
it Access to infeemation; limitation
Aceess to information obtalned under Eub-
=sction b)) of thi= =action shall be ava
oaly to officials or employees desigrated to
form functxons under this L]}Iﬂpl.!{‘ il g
consultants and persens working on CUﬂ“'m
awarded pursuant to this chapter. Subject to the
Itmitation of parsgraph (1) of this subecetion,
the President may authorize the exch:
Lwesn agencies or officials designated by him of
irformatton furnished by any person under this
chapier 4 he deams necessary to cATTY out the
parposcs of this chapter. Nothing in this scetion
=hall be construed to require any Federal agency
to disclose to any official arercising suthority
under this chaptar any Information or Tepart
collected under legal authority other than this
chapier where disclosure i3 prohibited by law,
Irformasion collected pursuamt to swbsection
(b}2} of thiz section may be nsed only—
¢1) for analwvtical or statistical pumposss
within the United Statas Governmant: or
{2} for the purpuaeof a proveeding woder sulb-
sectlon () of thiz section or under sectlom
(i or (o) of thas title.
To official or smployes lesgnsted Lo perform
funcitons under this chapter. Includinge comsult-
ants and parsons working on contracts ar .
parswant to this chaptor, msy publish or mako
arailable to any other person any information
wllecten. PUrSLANL Lo SuESection (D)E of this
fom in 2 manmer thas the person who for-
ns'had the information can be specifically 1den-
tified axcept as provided m this sectlon. Mo per-
son can compel the submission or disclosure of
any Tepdri or constituent part thereof collectsd
parszant to this chaptar. or any copw of such -
mrt or constituent part tharsef, withouw: the
prior writien onant of the person wio main-
tained or furnizhed zuch report under subssction
b} of this section and without prior written con-
=ent of the customaer, wham the person who
malntained or furmzhed ich report inciuded 10-
formattcon tdennfable a being derived from the
records of such customer.
idt Aveess to Buresu of Economic Analysis infor-

mation

Thas Bareau of the Cenmusz of the Dapartment
of Commerce 15 authorized, for purposes of ang-
menting and tmproving the qualty of data col-
lected by the Burean of the Census, to have,
upon written request, accass to dats relating to
basiness anterprises that 1= eollacted directly hy
the Bureau of Economic Analysts for purposes of
this chapter. The Bursaw of Labor Staistics of
the Department of Labor is aathortzed. for pur-
pses of augmenting and improving the data cal-
locted By the Burcau of Labor Scatictics, to
have access, upon writtan request, to salectsd
uenufication Informacion o BMuslness enter-
prises and data on intermational services irans-
actlons, that 13 collected directly by the Buresu
of Hoonumic Analysis for pur s of Lhts chap-
ter. Officers and employees of the Burean of tie
Censas and the Bureau of Labor Statistics shall,
for parpasas of sutsaction (o) of this sectten, he

Any person who willfully wiolates subsection
te) or (d) of this section shall, upon conviction,
Ba fined not mora than $10.000, in addition ta
any other penalty imposed by [aw

Dub. L. 2 i
Slal: g]lﬂ' I‘llh L. 101-533, §§5(d} {E‘ TIaJ \cl\'
7, 1990, 108 Stat. 298}

AMONDMEINTS

1000 Rubaec (i Tab [ MW RE £3a) trmaeead o
end “Whea o rsper

mrdar nath, s=ekh m

LT Any person who willfully violates

o case m which,

szt subsection ( ) or (d) of this section shall,

tions meued und
provided becazse o

2SS upon conviction, be fined not more than

mush rethmates b
Subsse. {e)(D).
"

imposed by law.

“intaraational towm

§9105 Enforcement
{al Civil penalty foe failure to furnish informa-
Lo

Wheover fails to furmisk any information re
guired under thiz chapter. wiether required to
b furmished 10 the form of & Teport or other-
wise, or to comply with any rule, repulation.
order. or irstruction promulgated under this
chapter, thall be subject to a <ivil penalty of neb
less than $2.500, and net more than §25.000, 1n 3
procesding trought under subseciion (i OI this
saction.

(bl Civil action for failure to furnish informatioa

Whenever t appears that any person has fafled
o fumish any informstion raguirod undor this
chapiar, whether reguired to be furnished In the
forme of & Feport of otherwliss, o has [Eiled w
compiy with any role. regulation. order. or an-
struciion promulgited under this chapter. a
atril actlon may be brought in an appropriate
diztrict: court of the Unit 5 States. or the appro-
priate United SEatss cOUrt of any temtory o
othar place subfact to the furisdieston of the
United Scates, and such court may enier s re-
etralting order o a permanent of temporary in
junction commanding such person to furnizh
such Information or to comply with such rule,
regulstlom. order. or Instrucilon. as the case
may be, or impeas the civil panalty provided in
subsectton (a) of this sectton, or both

fe) Criminal penalty foe failure in submit infoe-
mation

Whoever willfully falls to submit any miorma-
tion regeired under this chapter, whechar re-

$10,000, in addition to any other penalty
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CUI Registry — Categories and Subcategories

uclear® Related to protection of information concerning nuclear

) reactors, materials, or security.
Subcategories:

* Naval Nuclear Propulsion Information

* Safeguards Information™®

Routinely handled by few

» Security-Related Information™

* Unclassified Controlled Nuclear Information -

Defense®

* Unclassified Controlled Nuclear Inform

| -t

Patent Patent is a property right granted by the Government of
the United States of America to an inventor "to exclude
others from making, using, offering for sale, or selling
the invention throughout the United States or importing
* Application® the invention into the United States" for a limited time
* Invention in exchange for public disclosure of the invention when
the patent is granted.

Controlled at the Subcategory level only.
Subcategories:

* Secrecy Orders

Refers to personal information, or, in some cases,
"personally identifiable information," as defined in OMB
M-07-16, or "means of identification" as defined in 18

* Contract Use USC 1028(d)(7)-

* Death Records

' Privacy

Subcategories:

* Genetic Information®
* Health Information® E
Routinely handled by many
* |nspector General®
* Military

s Personnel®

Student Records™

[SOO
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CUI Registry — Categories and Subcategories

guotations, and business and marketing plans.

Statistical® Refers to information collected by a Federal statistical
agency, unit, or program for statistical purposes or used
for statistical activities; under law, regulation, or

* Census Government-wide policy such 'Statistical' CUI requires:
* Investment Survey (1) protection from unauthorized disclosure; (2) special
handling safeguards; and/or (3) prescribed limits on
access or dissemination.

Subcategories:

= Pesticide Producer Survey

Tax* Related to a compulsory contribution to government
revenue involving information regarding returns or

’ Information may be controlled at the category level or at the subcategory
* Convention ? o

- ~~ level based on the controlling authority.

ansportation

Subcategories:

Related to any mode of travel or conveyance by air, land,
or waterway.

Controlled at the Subcategory level only.

sabranegones: Information may be controlled at the subcategory level only.
» Sensitive Security Information®

a3 Top of Page
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CUI Registry — Launched November 4, 2011

Launch information:

— Reminder that existing agency policies remain in effect
until implementation deadline (TBD)

— General Guidelines
« Markings to be developed in additional guidance

« Safeguarding in compliance with OMB policies and NIST
standards and guidelines, as per Executive Order 13556

« Dissemination to those with mission purpose

« Decontrol as soon as possible after safeguards no longer required
as per associated authority

— Category List (16)

— Subcategory List (77)

— Associated Authorities (398 authorities cited — controls +
sanctions)

%1500
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CUI Registry — General Guidelines

General Guidelines Search the Registry [_GO_]
Categories/Subcategories
Policy and Guidance

Glossary ~ General Guidelines
CUI Reports i

CulT
i, Marking: CUI markings will be developed and scheduled for implementation following

T publication of additional guidance.

saying: (-Ai,

Safeguarding: For each CUI category and subcategory, federal agencies shall comply with
information security requirements defined by the National Institute of Standards and
Technology (NIST). Federal agencies shall consult the following NIST publications for guidance
on implementing specific measures to safeguard CUI:

* Federal Information Processing Standards Publication 199, Standards for Security
Categorization of Federal Information and Information Systems

* Federal Information Processing Standards Publication 200, Minimum Security

What is CUI? = i ; :
Requirements for Federal Information and Information Systems

Anzwers to the Most

:“Q“"”\"m" * Special Publication 800-53, Revision 4, Security and Privacy Controls for Federal
uestions

Information Systems and Organizations

* Special Publication 800-60, Revision 1, Guide for Mapping Types of Information and
Information Systems to Security Categories

Dissemination: CUI shall be disseminated only to individuals who require the information for
an authorized mission purpose.

Decontrol: Information shall be decontrolled as soon as possible when it no longer requires
safeguarding measures and dissemination controls pursuant to its associated authorities. CUI
that has been publicly released via authorized agency procedures shall be considered
decontrolled.

~ X
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CUI Registry — Category/Subcategory

Detall

' CUI Registry

Statistical-Investment Survey

Category-Subcategory Practices

About cU

Chronology and Histo Category-Subcategory: Statistical-Investment Survey

Category Description: Refers to information collected by a Federal statistical agency, unit, or
CUI Registry program for statistical purposes orused for statistical activities; under law,
regulation, or Government-wide policy such ‘Statistical’ CUl requires: (1)
protection from unauthorized disclosure; (2) special handling safeguards;

lo:

Key Elements of CUI
o

Categories/Subcategoriesil and/or (3) prescribed limits on access or dissemination.
%

Folicy and Guidance

or the Fecderal Reserve Banks as part of the Treasury International Capital

Subcategory Description: Information reported to Treasury, the Federal Reserve Board of Governors,
cU1 Repol i (TIC} data reporting systam.
| Marking: PLACEHOLDER
. Abbreviated Marking: PLACEHOLDER
hat others are

b

Marking and Handling
Instructions:

General Guidelines apply for Safeguarding, Marking, Dissemination
and Decontrol.

Reference individual Safeguarding and Dissemination authorities for
control citations.

Select Safeguarding/Dissemination or Sanction Authority to view statutory/regulatory

language in a new window.

What is CUI? 2 Authority links are updated based on regular re-publication of the United States Code and Code of

Anzeiess tothe Mt Federal Regulations.
Frequently Askad

Cuestions

Safesuarding and/or Dissemination Authority | Sanctinne

22USC 2104{c)

31CFR123.3

1ISO0O
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Ul Registry — Category/Subcategory Authorities
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without undus bur-

Mocess to miormation ohuumd
Eoction (b)) of this section shall be Wka
only to officlals or employess demgmated
form functions under this chapter. n
consuitants and persons working om comn
awarded pursuant to this chapier. Subject tof
ltmitatton of paragraph (1) of this subse L
the Prestdont may authorize the exchange 1
tween agencies or offictals desirnated by him 4
informsation furnished by any person ander th
chapter as he deems necessary to carry out th
purposse of this chapter. Nothing in this section
shall bae construad to roguire any Foderal agoney
to disclose to any official exercising aothority
under this chapier any Imformation or report
collectad under lagal authority other than this
chapter where disclosure s prohibited by law,
Information collected pursuant to subsection
(bX2) of thiz section may be ased only
{1} for analytical or statistical purposes
within the Umited States Government; or
2) for the purposa of & proceading undar sub-

soction (o) of thia sectlon or under scction

3105(b) or (c) of this title
No official or employes designated o pe'rfn'm
functions under this chapter, including conault-
ants and porsors working on contracts awnrdsd
pursuant o this chapter, may publiah or make
avallsble to any other person any Information
collectad pursusnt to subsection (bNZ) of thig
section In & manner that the person who fur
rished the Information can be apectifeally \da
ttfod except as provided in thia section. No p
son can compel the submisston or disclosurg
any report or constituent part thereof coll
pursuant to this dupu:r, or any copy of sug

Analysis infor-

Tho Hureau of the Consus of the Doparimont
of Commaoroe 15 authorised, for purposes of aus-
menting and improving the guality of data col-
lected by the Bureau of the Census, to have,
upon writien reqoast, access to data relating to
business ontorprises that 1a collooted directly by
the Bureau of Heonomic Analysts for purposos of
Lhu chamuer The B‘uman uf Lahor Sm._'lnic:: cl(

agtions, that s collected directly by the Hurean
of Heonomic Analyms for purpadion of this chap-
tor. Dfficers and employees of the Hureau of the
Consus and the Bureau of Labor Statistics shall
for purposes of subsection fc} of thiz saction. be

TITLE 2 FOREIGN RELATIONS AND INTERCOURSE §d10s

deemed W be of
to perform func
ie) Penalty

Any person who willfully wiolates subsection
{z} or {d) of this saction shall, upon conviction,
ba fined not more than $10.000, 1n addivion to
any other panalty tmposed by law,

(Pub. L. #M-472, §5. Oct. 11, 1076, W Stat. 2062:
Pub, L. #8573, title 111, §30605), Oct. 30, 1684, 08
Stat, 3010; Pub. L. 101-533, §§6(d), (e), Tis), Nov.
7, 1600, 104 Stat, 2M0. )

AMERUMENTS

1800 _Subsec, (bl Pob. Lo M00-5T0 §7(a). tosertad at
end “When & report under parsgraph {2) in farnished
undor caik, woch caih -hnll be by the officer of such
porson who e directly reaponsible for the maisionance
and compilation of sech information, and shall certify
phat the report was prepared in accordance with this
thapter. is complet=. and is to such officer's best
frowledes and beliel, substantially scourate, exoept in
1 which, in sccordance with rules and regula
ans pmwaed undor this chapter. estimates hawe boon
jrovided Because dala afe not aviilable from cus-
binary accounting recards ar precise data could not be
[btained mmout undue burden, and the .-L-u sabjeat to

estrmat besm: nated tn e report.
Bubmee u,!] i'\.b L. 100530, §heX1 -ur-uuunl
siibasction (0)" for “ssbweutios (4"
Subsec {d). Pub. L. 301 533, Iﬂd)I\.ldliet.nh'm_ (.
Pormer subsec, (d) t
Subsec. (e} Pubk L. ¥0-SH, h?inhl]l (eI, rednmg-
nated subscc, (d) as in) and insected “or (47" after b
snciion (of
16 Sabeec, (bMI) @1 Pub L. S6A-67] siruck omt

cials or employees designated
ns undor this chapter.

“intermatsonal investment'' before “‘surveys’”

§ 9105 Enforcemeni

in} Civil penalty for fallure 1o furnish informa.
tion

Whoever fails to farnish any information re-
quired under this chapter, whether required to
be furmshed In the form of & report or other-
wige, or to comply with any rule, regulation,
order. or instruction promulgated under this
chapter. shall be subject to a civil penalty of not
loss than $2.500, and not more than $35.000, in a
proceeding brovght under subssction (b) of this
sootlon
b Civil action for failure to furnish information

Whenever it appears that any person kas falled
to furmish any information required under this
chapter, whather required to be furniabed in the
form of & report or otherwise, or has farled to
comply with any rule, regulstion, order, or in-
struction promulrsted under thiz chapter, a
civll acilon may be brought 1n an & priate
district court or the United States, or Lhe Appro-
printe Umited States court of any territory or
other plsce subject to the jurisdiction of the
United Siates. and such court may enier a re-

() Criminal peanlty for failure (o submit infor-
mation

Whoever willfully fails to submit any informa-
tion required under this chapter, whether re-

- Control

Sanction

1ISO0O

INFORMATION SECURITY
OVERSIGHT OFFICE

Page 1087

data could not be obtained without undue bur-
den, and the data subject to such estimates tas
bean noted in tha raport.
e} Aecess to informatien; limitation

Access to Information obtained unden
zection (b)(Z) of this section shall be avalig
anly to oifcials or employees designated to pd
form functions under this chapter. including
vonselbanls and pesons workiog o conbracls
awarded porsuant to this chapter. Subject to the
limitation of paragrash (1) of this subsection,
the Prestdent may authorize the exchange be-
tween agencies or offictals designated by him of
informatton furnizhed by any person under this
chapter as he deems necessary to carry out the
purposes of this chapter. Nothing in thiz saction
shall be construed to raquire any Federal agency
to disclose to any offictal exercising aothority
under this chapter any information or repert
oolleoted under legal authority othor than this
chapter whera d.[sclosmt\ 1= prnh]b‘[wd by law.
Information coll
(b)2} of this section may be used on]_v--

{1) for analytical or stattstical purposes
within the United States Government: or
¢2) for the purpose of a proceading under sub-
sectlon (e} of this section or under section
3105(b} o7 {c} of this tile.

No official or employes designated to perform
functions under this chapter, including consult-
ants and person: Worklng on contracts awarded
pursuant to thiz chapier. may publish or make
available to any other person any information
collected pursuant to subsectton (bNZ) of this
section In & manner that the person who fur-
nished the information can be specifically 1den-
tifed except as providsd in this section. No per-
son can compel the submission or disclogore of
any report or constituent part thereol collecied
pursuant to this chaptar, or any copy of such re-
port or constituent part thereof, without the
privr wilbles ool of o person whe wsio-
tained or furnished such report under subzaction
(b} of this section and without prior written con-
sent of the customer, where the person who
maintained or fornizhed such mgg included ‘n-
formation tdentifiable as baing ved from the
records of such customer.
(d) Aceess to Bureau of Economic Analysis infor-
mation

The Burean of the Cenzus of the Department
of Commerce 15 authortzed, for of aug-
menting and improving the guality of data col-
lected by the Bureau of the Census, to have,
upon written uast, access to data relacing to
bustness enterprises tkat 1s collected directly by
the Bureau of Economic Analysts for purposes of
this chapter. The Burean of Labor Statistics of
the Department of Labor 15 authorized, for par-
posas of augmenting and improving the data col-

Links are to official, legal editions of the United States Code and Code of Fede

ter. Officers and employees of the Bureau of the
Cenzus and the Bureat of Labor Statistics shall,
for purposes of subsacsion {c} of thiz section, be

TITLE 22— FOREIGN RELATIONS AND INTERCOURSE §3105

d.eem.e-n to be offietals or emp[clvaes desirnatad

Any person who willfully violates subsectiom
(e} or (d) of this ssetion shall, upon conviction,
be fined mot more than $10.000, in addiflon
gy cther penalty imposed by law,

(Pub. T o] otar 2062
Pub. L. 88-573, tatle TI1, §306(b)5), Oct. 20, 684, 88
Stat. 3010; Pub. L. 101-533, H6(d), (a), T(a), Nov.
7, 1000, 104 Stat. 29.)

AMHENDMENTS

1890 _Suboec. (bh Pub. L. HH-533, [7(a). tnaected ot

end “When a report under paragragh {2} is fomished
under oath, such sath shall 'hehgv the officer of such
person who is directly responsible for the maintensnce
and compilation of sach tnformation, and shall cectify
that the report was prapared in accordance with this
chapter, i complet:, and is to such officer's best
knowledge and belief, substantially accurate. szcept in
a case in which, in iscordance with rules and regula-
tions issued under this chapter, estimates hare been
provided because dita are not availahle frem ocus
tomary accounting records or ta could not be
cbtainsd without anéus burden, and r.h- .-uu. subject to
such sstimates has been noted in the

Subeec. \CJ[E) Pﬂ'l 1.| !Dl m §8’e)¢1}. uubﬂltutgﬂ

“pubsection {a)

Subsec. (d). }‘ub ]a 101 m iﬁ(l‘h@) added suteec. (d)
Former subsec. {d) redesipnated (e).

Subsec. (el Pob 1. 101-533, §&dN1). [!K?J rnd:nu.'
natad wnbuss, (d) an () and inaurtad for (4 uk
section (o).

1884 Subsec. (b}1: (2). Pub. L. 98573 struck out
“international investment' ' before Csurveys'".

§3105 Enforcement
ia) Civil penalty for failure to furnish informa-
tion

Whoaever fails to furnizh any information re-
quired under this chapter, whether requ'red to
be furnished in the form of a re Tt or other-
wise. or to comply with any regulation.
order, or Instruction prumui:!sr,ed wnder this
chapter, shall be subject to a civil panalty Df nclt
lass than 32,500, and not more than §25,000,
proceeding brought under subsection (b) of 'Lh)s
sactlon.

(b} Civil action for failure to furnish infor mation

Whenever 1t appears that any person has falled
to furmish any information required undar this
chapter, whether required to be formished in the
form of a report or otherwise, or has falled to
somply with any ruls, regulation, order, or in
struction promulgated under this chapter. a
civil action may be bmoughl, in an appropriate
district court of the United States, or the ap‘m‘o-
priate United States court of any territory o
other place sobject to the jurisdiction of L!le
United States, and such court may enter & re-
straining order or 4 permanent or temporary in-

trmetian Aormmanding sneh narean e feemsh

ral Regulation

Whoaver willfully fails to submit any informa-
tlon required under thiz chapter, whether re-
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CUI Registry — Since November 4, 2011

Using the Registry to develop additional functionality:

— |dentified gaps — info needs protection, no current
enacting authority

— Consolidated Overlaps

— New requests are compared to existing authorities to
avoid duplication

— Display Subcategories with associated Category (initially
all categories, followed by subcategories)

— Control Authorities with specific requirements identified
— Glossary

— Search

— Left Sidebar navigation




CUI Registry — Categories and Subcategories

* Water Assessments

Emergency Management Related to information concermning the continuity of
executive branch operations during all-hazards
emergencies or other situations that may disrupt normal
oparations.

Export Coritrol* unclassified information concerming cartain items,
eommaodities, technology, software, or other
information whose export could reasonably be expected
* Resgearch to adversely affect the United States national security
and nonproliferation objectives. To Include dual use
iterms; items identified in export administration
regulations, international traffic in arms regulations and
the munitions list; license applications; and sensitive
nuclear technology information.

T : —_— + . g
Category } Financial Related to the duties, transactions, or otherwise falling

under the purview of financial institutions or United

Subcategories:

Subrategories: States Government fiscal functions. Uses may include,
* Bank Secrecy but are not limited to, customer information held by a
» Budget financial institution.

» Central Contractor Registration

» Commodity

» Comptroller General e Subcategories

Electronic Funds Transfer

International Financial Institutions

* Mergars
» Retirement
—

Foreign Government Information™® Information provided by, otherwise made available by,
or produced in cooperation with, a foreign government
or international organization.

Geodetic Product Information Related to imagery, imagery intelligence, or geospatial
information.

Imnmigration Related to admission of non-US citizens into the United
States and applications for temporary and permanent

Controlled at the Subcategory level anly. residency
Subcategaorias:
v Asyles

* Battered Spouss or Child

* Permanent Resident Status

* Status Adjustment

1ISO0O
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CUI Registry — Category/Subcategory Detail

Useine tillege - Transportation-5ensitive SECUTTTY TnTormation

Contact Us

about cui G REenE S RCHIPRENY ETRBRERS.  oeoin o s A e

Kay Elements of CUI

Chronolozy and History Category-Subcategory: Transportation-5Sensitive Security Information
! 2 H
FAQs i Category Description: Relsted to any mode of travel or conveyance by air, land, or waterway.

CU| Registry
General Guidelines ]
Categories/Subcategories subeategory Description: As defined In 83 C.F.R. Part 15.5, Sensitive Security information 1s

information obtained or developed In the conduct of securlty activities,

Poficy and Guidance
Including research and dewslopment, the disclosure of which DOT has

Glossary determined would constitute an unwarranted invasion of privacy, reveal
CUI Reports i trade secrets or privileged or confidential information, or be detrimental
CUl Training totransportation safety. As defined in 43 C.F.R, Part 1520.53, Sensifive

Security Information is information obtained or developed in the conduct
H of security activities, including research and development, the disclosure
Wihat atharcare of which DH5/TSA has determined would, among other things, be
snping: &) | detrimental to the s=curity of transportation.
Marking: PLACEHOLDER
Abbreviated Marking: FLACEHOLDER

Marking and Handling

Instructions: = Safeguarding, Marking, Dissemingtion and,/or Deconirol messures

that differ from General Guidelines are required by statute,

regulation, or government-wide policy.

What is CUT? = i * Reference individual Safeguarding and Dissemination authorities for

| citations, in ing s i ling practi . if appli le,
P e control citstions, including specific handling practices, if spplicable

Frequent iy Askad

Questions
Select Safeguarding/Dissemination or Sanction Authority to view statutory/regulatory
language in a new window.
Authority links are updated based on regular re-publication of the United States Code and Code of
Federal Regulations.
Sateguarding and/or Dissemination Authority Sanctions
=risk (*) Indic: t the authority
defines specific handling practices
| |49USC114ih)
An asterisk (*) indicates that the authority p |0 cPr 15200 29 CFR1520.17
defines specific handling practices . |as uscaouis()()

‘ "™ | 49 CFR15* 43 CFR 15.17

1ISO0O
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CUI Registry - Glossary

Blogs | Bookmark/Share | ContactUs

[ Search Archives gov GO

Teachers’ Resources Dur Locations

Subject Index

Home >CU| > CUI Glossary

[T e  CUI Registry

INFORMATION

Use the CUIlogo ] Glossary
Contact Us :

Key Elements of CU!

Chronology and History

Agency - Any "Executive agency," as defined in 5 U.S.C. 105, and the United States Postal
Service; any "Military Department” as defined in 5 U.S.C. 102; and any other entity within the
Executive branch that uses, handles, or stores CUIL.

FAQS
CUI Registry
General Guidelines

Categories/subtategories . aythorized Holder - An individual or organizational entity who has a Lawful Government

Policy and Guidance . Purpose for originating, receiving, using, handling, or storing CUL.

Glosszry

CUI Reports !

What others ae

B I Category/Subcategory Markings - Markings approved by the CUI EA that are associated with
/C ~ the categories and subcategories listed in the CUI Registry.

Classified Information - Information that has been determined pursuant to Executive Order
13526, or any predecessor or successor Order, or the Atomic Energy Act of 1954, as
amended, and its implementing diraectives to require protection against unauthorized
disclosure.

1ISO0O
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CUI Registry — Search

Elogs | Bookmark/Share |Contav:tL.ls

[ S=arch Archives gov
Teachers' Rescurzes Qur Locations

Controlled Unclassified Information (CUI)

Home = CUI

LONTROLLED

Established by Executive Order 13556, the Controlled Unclassified Information (CUT) m I
program standardizes the way the Fxecutive branch handles unclassified information that
requires safeguarding or dissemination cantrols pursuant to and consistent with law,
regulations, and Government-wide policies. Learn About CUl =

Use the CUI Logo
Contact Us

News and Notices
Registry

« December 8, 2014 - Welcome
to the new CUI Portal!

The CUI Registry is the authoritative source for guidance regarding CUI pelicies and practicas.

i
b= Under Development -
Registry
Search the Registry: it
= Markings

32 CFR 2002 - Implementing
Access Registry by Policy and Guidance Directive

» Category-Subcategory = Execulive Order 13356 Marking Handbook

= CUINotices
Limited Dissemination

Additional Information

iy s Decontrol
® CUI Glossary
Training Oversight
Learn about training developed by the Learm about CUl oversight requirements
A Executive Agent for CUl ussrs and tools.
« CUl Training Modules « CUIReports




CUI Registry — Search

Blogs | Bookmark/Share | Contact Us

S % NATIONAL ARCHIVES [[Search Achives go»

Shop Online

Controlled Unclassified Information (CUI)

Home > CUI > Registry - Categories and Subcategories

[ CY Registry

| M FCHMATION

Use the CUI logo

iaiad *¥#5% |MPLEMENTATION REMINDER FROM THE EXECUTIVE AGENT *****
About CUI Existing practices for sensitive unclassified information remain in effect until the CUI
Key Elements of CUI marking implementation deadline (TBD).
Chraonology and History
FAQs
General Guidelines Search the RegiStrY y
ey

Categories/Subcategories
Policy and Guidance

Glossary General Guidelines
CUI Reports

CUI Trab
e Marking: CUI markings will be developed and scheduled for implementation following

publication of additional guidance.

What others are

s /C Safeguarding: For each CUI category and subcategory, federal agencies shall comply with
information security requirements defined by the National Institute of Standards and
Technology (NIST). Federal agencies shall consult the following NIST publications for guidance
M on implementing specific measures to safeguard CUI:

INFORMATION SECURITY
OVERSIGHT OFFICE

%1500




CUI Registry — Search

Blogs | Bookmark/Share | Contact Us |

L9% NATIONAL ARCHIVES (SearchAvchves go

Controlled Unclassified Information (CUI)

Home > CUI > CUI Policy and Guidance

E Goue CUIRegistry

| NTORMATION

e e
] t o
et Cit gy < Search the Registry g
Contact Us

About CUI

Key Elements of CUI Policy and Guidance

Chronology and History

FAQs The Controlled Unclassified Information Executive Agent (CUI EA) issues guidance to Executive
CUI Registry branch departments and agencies that handle unclassified information that requires
General Guidelines safeguarding or dissemination controls, pursuant to and consistent with applicable law,

Categories/Subcategories regulations, and government-wide policies.

: CUI Executive Order and Implementing Regulation
Glossary
CUI Reports
CUI Training Issue Date Title
XXX RKAAX 32 CFR 2002 "Controlled Unclassified Information" PLACEHOLDER
What others are
i ,C 11/04/2010 Executive Order 13556 "Controlled Unclassified Information”

M CUI Notices and Executive Agent Guidance

INFORMATION SECURITY
OVERSIGHT OFFICE
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CUI Registry — Left Sidebar

Blogs | Bookmark/Share | Contact Us |

* NATIONAL ARCHIVES (SearchAvchves go

Controlled Unclassified Information (CUI)

Home > CUI > CUI Policy and Guidance

E Goue CUIRegistry

| NTORMATION

WetheCitige Search the Registry

Contact Us

About CUI

Key Elements of CUI Policy and Guidance

Chronology and History
FAQs The Controlled Unclassified Information Executive Agent (CUI EA) issues guidance to Executive

CUI Registry branch departments and agencies that handle unclassified information that requires
General Guidelines safeguarding or dissemination controls, pursuant to and consistent with applicable law,

, regulations, and government-wide policies.

: CUI Executive Order and Implementing Regulation
Glossary
CUI Reports
CUI Training Issue Date Title
XXX RKAAX 32 CFR 2002 "Controlled Unclassified Information" PLACEHOLDER
What others are
i ,C 11/04/2010 Executive Order 13556 "Controlled Unclassified Information”

M CUI Notices and Executive Agent Guidance

INFORMATION SECURITY
OVERSIGHT OFFICE



http:Archoves.gov

CUI Registry — Ongoing Maintenance

* Add new categories/subcategories as approved
(Currently: 23 Categories, 82 Subcategories)

= Annual updates to USC, CFR (Currently: 326
control enactment citations, 144 sanction citations =
470 authority updates annually)




CUI Registry — 32 CFR 2002

Draft regulation reiterates that the CU| Registry is:

— Sole authoritative repository for information on CUI except
Executive Order 13556 and 32 CFR 2002

— Publicly accessible

— Includes citation(s) to law, regulation, or Government-
wide policy that form the basis for each category and
subcategory

— Notes any sanctions or penalties for misuse of each
category or subcategory of CUI that are included in
applicable statutes or regulations




CUI Registry — Policy and Guidance

Reqistry is repository for CUI policy and guidance:
— Executive Order 13556
— 32 CFR 2002
— CUI Advisory Council Charter
— CUI Marking Handbook
— CUI National Implementation Plan
— Additional Executive Agent Notices




CUI Registry — Policy and Guidance

bt o) o "
o Palicy and Guidance

Koy Elerrent

ChshoioEy 204 HISTOry

The Controlled Unclassified Information Executive Agent (CUI EA} issues uidance 1o Execulive
branch departments and agencies that handlz unclassified information that requires
safeguarding or dissemnination contrals, pursuant to and consistent with applicable law,
regulations, and governmant-wide policies.

CUI Executive Order and Implementing Regulation

= 1
tssue Date Title
0000 32 CFR 2002 “Controllad Unclassifiad Irformation” PLACEHOLDER
Al e | % = i | 11/04f2010 Ezecutive Grder 13556 ‘Controlled Unc mxsified Information”
g t
P
CUI Notices and Executive Agent Guidance
lesse Data Titles
Batiety ] Mariing Controlled Unclassified Information [Marking Handbook) FLACEHCLDER
" i o07/03/2014 Ravized Ouidance regarding Cortrolled Unclassified Inform
whar ks CLH? - i Freedom of Infarmation Act (this supereedesthe joint i3suane

sty | Nowember 232, 2011)

D5/22(1015 o Unclassified mation {CUl GTice No

of Froposed CUl Categories and Subcategn

2013-D1: Frovisional

D4/11/2013

AODOINTMEnts Of 56rIor AZENCy TTIC S| 30 Frogram MEnag:
Implementatien

07/37/2012 Controlled Unclassified Information (CUI Offics Memerandum: Revisw of
Proposad s 4or LU Registry

11/22/2011 Suioanca regarding ¢l ard the Frecdom of Infarmation Act [superceded on
July 2, 2012}

D&/o9/2011 Controlled Uncl fied Infor: ion [CLH) DHfice Mi 213-01: Initial

Implermentatien Guidance for Executive Order 13556

CL Advisory Council

The CUI EA established the CUT Advisory Council to carry cut consultative functions directed by
Executive Order 13556.

CUl Advtsory Councll Chartery®) PROVISIONAL

The CUI EA has developad recommendations to assist departments and agencies in development
of their CUI programs and submission of information to the EA.

Compliznce Plan Overview for Departments and Agencies
F F B!

Executive Order 13556 Cverview for Departments and Agenciesf

1ISO0O
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CUI Registry — Agency Implementation Policy & Practice

Agency-specific CUl implementation considerations:
— Agency may determine that only selected
categories/subcategories will be designated by agency
personnel
— Agency discretion in certain marking practices
« Full Marking (AGRICULTURE) versus Abbreviated Marking (AG)
* Require category/subcategory banner markings for CUlI BASIC
— CUI may be handled differently within the agency
(discretion to waive marking requirement)

— CUI Registry provides guard rails for Agency practices
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CUI Registry — What's Next?

Elogs | Bookmark/Share |Contav:tL.ls

Controlled Unclassified Information (CUI)

[ S=arch Archives gov
Teachers' Rescurzes Qur Locations

Home = CUI

Established by Executive Order 13556, the Controlled Unclassified Information (CUT)
program standardizes the way the Executive branch handles unclassified information
requires safeguarding or dissemination cantrols pursuant to and consistent with law,
regulations, and Government-wide policies. Learn About CUl =

Registry

LONTROLLED

(U

Use the CUI Logo
Contact Us

that

News and Notices

= TheCUI Registry is the authoritative source for guidance regarding CUI pelicies and practices.

L

« December 8, 2014 - Welcome
to the new CUI Portal!

—
= Under Development -
Registry
Search the Registry: | Go
B s Warkings
32 CFR 2002 - Implementing
Access Registry by Policy and Guidance Directive
; 2 g 2 Executi T 5
» Category-Subcategory = Execulive Order 13356 Marking Handbook
= CUINotices
Limited Dissemination
Additional Information
T Decontrol
® CUI Glossary
Training Oversight
Learn about training developed by the Learm about CUl oversight requirements
A Executive Agent for CUl ussrs and tools.
« CUl Training Modules « CUIReports




CUI Registry — What's Next?

The Registry will evolve, format is continually
evaluated for clarity and functionality

New categories/subcategories/authorities added as
identified
The CUI Executive Agent will issue additional policy

and guidance as needed; these documents will be
Included in the Registry

Ongoing Maintenance (Authority Citation Updates)




CUI Registry — Online Demo

Walk through
— Front page
— General Guidelines
— Category-Subcategory List
— Detall page
— Authority Citation
— Policy & Guidance
— Glossary
— Search
— Left side-bar
— Under Development




CUI Registry — Q&A

Questions?




Information Security Oversight Office
Attn: CUI Program
National Archives and Records Administration
/00 Pennsylvania Avenue, N.W., Room 100
Washington, DC 20408-0001

. CONTROLLED
I UNCLASS[F[ED

[NFORMATION

(202) 357-6870 (voice)
(202) 357-6871/6872 (fax)
archives.gov/cui





