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What is the ISCAP?
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Interagency Security Classification Appeals Panel

Created by President Clinton in Executive Order 12938 in 1995

The ISCAP provides the public and users of the classification
system with a forum for further review of classification decisions

Four functions:

— Decide on appeals for classification challenges

— Approve exemptions to declassification at 25, 50, and 75 years
— Decide on mandatory declassification review (MDR) appeals

— Inform senior agency officials and the public of its decisions
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Membership of the ISCAP
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National Security Council:

— John Ficklin (Chair), Senior Director,
Records and Access Management

Department of Defense:

— Garry P. Reid, Director for Defense
Intelligence, Office of the Deputy Under
Secretary of Defense (Intelligence and
Security)

= Department of Justice:

— Mark Bradley, Director of FOIA,
Declassification, and Pre-Publication
Review, National Security Division

Department of State:

— Margaret Grafeld, Deputy Assistant
Secretary for Global Information
Services

1ISO0O

INFORMATION SECURITY
OVERSIGHT OFFICE

National Archives and
Records Administration

— Sheryl Shenberger, Director, National
Declassification Center

Office of the Director of
National Intelligence

— Jennifer Hudson, Chief, Information
and Data Management Group

Central Intelligence Agency
(for discussions regarding
CIA information only)

— Joseph Lambert, Director, Information
Management Services




Membership and Staffing

% 1500

ISCAP members are senior agency leaders appointed
by agency heads

ISCAP members appoint Liaisons to meet on a biweekly

basis

— Liaisons are experienced senior managers of the records and
iInformation staffs of agencies

The ISCAP Staff consists of staff members of ISOO

— One Senior Program Analyst, five Program Analysts

— ISOQO Associate Director William Cira represents the Executive
Secretary in Liaisons meetings

ISCAP records are Presidential records, covered by
specific release protections established by law
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Classification Challenges

= Section 1.8 of the Order encourages any authorized
holder of classified information to challenge the
classification of improperly classified information

= The Order requires agencies to have a formal system
for the adjudication and appeal of classification
challenges

= The ISCAP is the highest level of appeal for
classification challenges

= |In 2014, the ISCAP received and decided upon one
classification challenge: the Sarwar Jan intelligence
report




Declassification Guides

= Agencies describe their declassification exemptions in
declassification guides, which are reviewed, amended,
and approved by the ISCAP

= Guides must be updated at least every five years

= 23 agencies have received approval from the ISCAP to

exempt information from automatic declassification at 25
years

— 20 agencies may exempt specific information from declassification at
50 years (information from 1970 and before)

— 3 agencies have the ability to exempt very specific information from
declassification at 75 years (from 1945 and before)

— See ISOO Notice 2014-04, “Agencies Eligible to Receive Referrals
from Automatic Declassification at 25, 50, and 75 Years.”
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File Series Exemptions

= Section 3.3(c) allows for agencies to seek the
delay of automatic declassification until 50
years for specific file series of records

* [nformation must be almost invariably exempt
from automatic declassification at 25 years

» Requests are evaluated by ISCAP Staff and
voted upon by the ISCAP

» FSEs approved before 2008 are valid for 10
years




MDR Appeals to the ISCAP

= Mandatory Declassification Review (MDR) requests
may be appealed to the ISCAP after the agency has
made an appeal decision or if the requester did not
receive a response after one year or a response to
an appeal after 180 days

— Agencies must continue to process MDR requests that
have been appealed to the ISCAP due to the expiration of
a response deadline: See ISOO Notice 2013-03

* Decided in FY 2014: 48 MDR appeals
— 451 documents

— 4241 pages




Appeals Received by the ISCAP
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Total appeals received since 1996: 1078
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Agency Interaction with the ISCAP

ISCAP Staff will request responsive materials from
agencies when appeals are received

ISOO Notice 2013-03, “Processing of MDR Requests
Appealed to the ISCAP:” notify the ISCAP Staff of
additional information released after an appeal comes to
the ISCAP

Coordination during ISCAP deliberations
Decision letters to agency Senior Agency Officials
Appeal to the President

Section 3.1(i): “When making decisions under sections
3.3, 3.4, and 3.5 of this order, agencies shall consider the
final decisions of the Panel.”




Appeal Selection Criteria

= |SCAP not bound by “first in, first out”

= Factors for appeal selection described on ISCAP
website:
— Age: ISCAP is committed to resolving old appeals

— Type of appellant: National Security Archive, or new
appellant seeking a single document?

— Declassification breakthroughs: Rwanda (new topic)
vS. nuclear weapons employment policy (frequent topic)

— Size and complexity: smaller, straightforward appeals
may be discussed among large, complex appeals

— Self-prioritization by appellant
— Type of appeal: priority to rare classification challenges
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How the ISCAP Works
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The ISCAP Release Process

[ DECLASSIFIED UNDER AUTHORITY OF THE [
INTERAGENCY SECURITY CLASSIFICATION APPEALS PANEL.

EO0 13524, SECT 3y 1 (7]
1SEAP No. L?'ﬂl":u st ) mnas1[26]13 __#1 Al

ForeEeRER___ |
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[ Status ofiraq's WMD Programs

* The ISCAP Staff prepare
declassified documents for

public release
= Some information may be B e e, L

un concentnmd agenl glurry per year. lraq akso has the dangerous capability 1o

redacted under an agency’s ”“".“'?.‘LZLT,‘.Z:’Z:”?’ PRI
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[ | Baghdad's ability over the last three years to work on prohibited
programs withoul risk of disclosure has grown immensely. Iraq's activifies since
1998 clearly show that it has repaired and expanded dual-use WMD facilitios,
increased WMD producuan capabilities, and advanced clandestine production
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[ ] Baghdad confinues to work on unmanned aerial vehicles that
we belisve will be fitted with an indigenously made dissemination device for BW
agents. Irag is trying to move beyond the L-28 aircraft to the more capable L-38
and olher vehicles. Over the kzst year, the program spent $5-8 million on new
UAV and autopilot technology.

Iraq is advancing its CW Program under cover of civilian
chemical industries, the same tactic it used biefore the Gulf war. In particular,
Iraq has rebuilt and expanded the faciities st Fallujah || that produce chiorine
and phenol, key nerve agent precursor ingredients. Important parts of the plant
are tizd to Iraq's defense ministry and i2ading plant personnel come from Irag’s
past CW program. Moraover, imagery shows that traliers previously used as CW
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Recent ISCAP Decisions: 9/11 Commission

Draft
/072004

Secretary Rumsfeld
“Day of” /11 Questions:

= Several appeals,
Including 9/11

POSTURE & READINESS PRIOR TO 9/11
A. Rumsfeld on Homeland Defense:

In your interview with the DoD historian, you were asked to what exient you had
begun to think about homelard security prior to September 11. You provided
the following answer:

“We had been engaged in what was called the Quadrennial Defense Review. So,
well priorto September 11 we had been talking about the defense of the homeland
and discussing how we were going to be able to deal with that problem. We had
elevared it to the rop of our priority ltsi.” (emphzsis added)

(1) Please describe these discussions. Who was involved? What actions were

Commission records
fro m th e C e n te r fo r mmem:llmg‘l'.f ijr;at threats were envisioned? Specifically, prior to 9/11, what
Legislative Archives 0o iy

hijacking? Prior to 9/11, was there any planning or training within DoD for such
&n attack?

and DoD records S

Last May, in testimony before our Commission, General McKinley of NORAD
stated that:

I N Ote S d rafts “On the day of Sepiember 11%, 2001, [NORAD's] mission was to defend Nerth
] ] America, to surveil, to intereept, to ideatify, and if necessary 1o desiroy, thage
targets which we were posturing were going to come from outside our country. . .
. It was [our responsibility] 1o look outward, as a Cold War vestige, primarily

=
developed during the Cold War, to protect against Soviet long-range bomber
ra n s C rI p S ] penetration of eur intercept zone.”

(1) Ifhomeland security was at the top of DaD’s priority list —and if NORAD
wag the primary (or perhaps sole) C d with responsibility for

l I I e l I I 0 ra n d a fo r safeguarding the nation prior to 9/11 —why was NORAD only equipped to protect
against Soviet long-range bomber penetration of our mtercept zone? Do you

agree that NORALY's mission was this limited?

(2) Prior 16 9/11, was there any discussion of changing NORADs mission to take
account of new, emerging threats? If not, why not?

DECLASSIFICATION DATE: Septerber 19, 2014

DECLASSIFIED UNDER AUTHORITY OF THE
ISCAP APPEAL NGO, 2012-047, documeni no. 2
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Recent ISCAP Decisions: UK NIE

= National Intelligence
Estimate 21-66 on the
United Kingdom

= Declassified in full

= Social and political
conditions in Great
Britain and Northern
Ireland in 1966
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MNIE 21-66
CONTROLLED DISSEM 10 March 1966
DECLASSIFIED UNDER AUTHORITY OF THE
INTERAGENC \ ‘s-![ URITY CLASSIFICATION APPEALS PANEL, 4’ "J' ‘z'/')"s"
E.D. 13526, SEC N E3(b)N3)

ISCAP APPEAL NO. 2012080, document ma. 1
7 G (“lT]l) EHTE. March 18, 2014
NATIONAL INTELLIGENCE ESTIMATE
NUMBER 21-86 LBj LIBRARY

The United Kingdom:

Problems and Prospects

DIRECTOR QF CENTRAL INTELLIGENCE




Recent ISCAP Decisions: Israeli Nuclear Program
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= Ongoing interest in B e See iy |

INTERAGENCY SECURITY CLASSIFICATION APPEALS PANEL,
E.0. 13526, SECTION 5.3(bj)(3) [

]
ISCAP APPEAL NO. 2009-076, document no, 1
DECLASSIFICATION DATE: March 18, 2014
DEPARTMENT OF STATE
WASHINGTON

program _
= Several appeals e

Subject: Israel's Nuclear Program
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= R A
COl Ital I Ied D Ambassador Rabin called on me October 15 to
deliver his government's responses to the three
requests I put to him on July 29 with respect to

Israel's nuclear program. As you will recall, S

N

those requests wers for (a) a report on the results

L ] L ]
I of the Israel Government's study of the NPT guestion,
i (b) an assurance that when Israel says it will net
b | b} introduce nuclear weapons it means it will not

possess such weapons, and (c) an assurance that
Israsl will not produce or daploy the Jeriche

1 strategic missile. A full record of my Octeober 15 i
y p meeting with Anbassader Rabin iz enclosed.
Israel's reply with respect to the NPT says in e '*i

affect that this guesticn is on fce until after the
forthcoming Israeli elections. Israel's reply on

L L ]

I l lfo rl I Iatl OI I what "introduction” of nuclear weapons means is not
directly responsive to our request, but we will need
to examine its nuaneces carefully to determine whether
it in fact represents any advance toward the kind of
assurance we seek. The reply with respect to the
Jericho missile, in saying that there will be no
operational deployment for at least three years, is
in effect confirmation of Isracl's present intentions
ultimately to deploy such missiles.
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Recent ISCAP Decisions: Rwanda
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NATIONAL SECURITY COUNCIL
WASHRGTON DO 30808

= 58 documents from the Ty

: ; : - January 31, 19?; | %
Clinton Library regarding B sy ’j).

US reaction to the o wndlly

Rwanda crisis in the

L RITY CLASSIFICATION APPEALS PANEL,
N ¥t an O Sesuri ISCAP APPEAL NO. 2013-040, document mo. |
DECLASSIFICATION DATE: March 18, 2014
s The Secretary General released his Second Report on Security in

the Awandan Refugee Camps January 27, 1995, In consultation with
Mrs. Ogata, the Secretary General decided the guickest way to
improve camp security would be for UNHCR to make sppropriate

= Some redactions under

The report notes it has traditionally been host country
responsibllity to provide security for refugees. On January 27,

= UNHCR and Zairian government representatives signed a security
SeC Ions C an agraamant. The agreement covers fiwve months with the option for
" b b three month renewsls until December 1935. UNHCR will pay

soldiers a salary complement and provide uniforms and equipment
d at an estimated cost of $13M (raised by voluntary denation}).

UNHCR will alsc establish a liaison group to provide training and
logistical support. The pact calls for 1500 Zairian troops to:

s maintain law and order in the camps;
ion of refugees who wish to return home and

" All'approved for release AT T
by PreSid ent CI inton ,S s protect humanitarian ageney installations and personnel,

UNHCR is relying on USG backing for and fimancial support of this
proposal. Tt would be helpful, at an Ad Hoc level, to establish

representative under the BT ot 55 eslenie.

The Secretary General ruled out peacekeeping, contracted training
and monitors, and internationasl police monitors/military

P res i d e n ti al Re Cord s ACt ;2::;’?&15 because of a lack of contributing countries and/or

T R T
TON LIBRARY BHOTOCORY

prevent 1nt

E_O'N
Declassify on: OK
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ISCAP Transparency

= | ack of transparency of the ISCAP process can
erode public confidence In it

= |[SCAP Staff regularly fielded questions from

appellants:
— What is the status of my appeal?
— Why has my appeal not been decided upon?

= [SCAP Chair John Ficklin directed the ISCAP Staff
to be more open about the ISCAP process:

— Release the criteria for appeal selection for ISCAP
deliberation

— Release an ISCAP appeal status log
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ISCAP Appeals Status Log

= Available on ISCAP
website as an Excel
spreadsheet

= Lists all appeals
active in the Obama
administration

» Updated quarterly
= Status field:

— Materials requested

— Materials received

— Administratively closed
— Appeal under review

— Decision reached
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GATE OF Requestor
1SCAP No. REQUEST (Last) |Souree (Library or Agency] STATUS

2013104 7/22/2013 Johnson |Reagan Presidential Library Materials Received from Agency
2013-105 7292013 Larson Department of Defense Materials Requested fram Agency
2013-106 8/1/2013 Weber Department of Defense Administratively Closed FY 2013
2013107 Iﬁlﬂ Rawnitzky Central Intelligence Agency Materials Received from Agency
2013-108 8/5/2013 Burr Department of Defense Materials Received from Agency
2013-109 B/6/2013 Burr Department of Defense Materials Requested from Agency
2013-110 8/12/2013  |Pesavento Central Intelligence Agency Decision Reached FY 2014
2013111 8/14/2013  [lohnson Department of Defense Materials Requested from Agency
2013112 Wick Central Intelligence Agency Administratively Closed FY 2013
2013-113 Burr Central Intelligence Agency Materials Received from Agency
2013-114 Jones Central Intelligence Agency Appeal Under Review by the |SCAP
2013-115 Rojas Central Intelligence Agency Decision Reached FY 2014
2013-116 Rojas Department of State Materials Recelved from Agency




Links and Contact Information

» |SCAP Appeals Status Log:

— http://www.archives.gov/declassification/iscap/status-log-
description.html

= |[SCAP Decisions:

— http://www.archives.gov/declassification/iscap/decision-
table.html

= Contact ISCAP Staff

— Iscap@nara.gov

— william.carpenter@nara.gov

— wcearpenter@nara.csp.ic.qov

— william.c.carpenter52.civ@mail.smil.mil
— 202-357-5466
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