
REQUEST FOR RECORDS DISPOSITION AUTHORITY 

To:	 NATIONAL ARCHIVES & RECORDS ADMINISTRATION
 

8601 ADELPHI ROAD COLLEGE PARK, MD 20740-6001
 
1 FROM (Agency or establishment) 

Department of Justice 

2 MAJOR SUBDIVISION 

Federal Bureau of Investigation 
~--c-=~=-=-c-:-=~::=-,,-,-,--------------------l 

3 MINOR SUBDIVISION 

Cnmmal Justice Information Services Drvisron 

5 TELEPHONE NUMBER4 NAME OF PERSON WITH WHOM TO CONFER
 

Tammy J Stnckler
 540-868-4363 

6 AGENCY CERTIFICATION 
I hereby certify that I am authorized to act for this agency In matters 

JOB NUMBER 

NI-065-10- I tQ 
Date received 

/
NOTIFICATION TO AGENCY 

In accordance with the provrsions of 44 USC 3303a, the 

disposition request, including amendments, IS approved 

except for Items that may be marked "disposition not 
approved"	 or "withdrawn" In column 10 

DATE ARCHIVIST OF THE UNITED STATES 

()8·/2·2~/D ~.I'N.	 .....~	 ~ 

pertaining to the disposition of ItS records and that the 

records proposed for disposal on the attached ~9~page(s) are not needed 

needed after the retennon periods specified, and that Written concurrence 

provisrons of Title 8 of the GAO Manual for GUidance of Federal Agencies, 

7 ITEM NO 

X IS not	 required 0 IS attached, or 
,r-, I 

SI~NATU~E O~EN1~ ~~PRESENTATIVE 

\'/'}-'?Y"~~" 
/ -- /8 DESC~TION OF ITEM~I?ROPOSED DISPOSITION 

INTEGRATED AUTOMATED FINGERPRINT
 
IDENTIFICATION SYSTEM (IAFIS) AND RELATED
 

RECORDS
 

The attached request for change to disposition authority 
standardizes disposition for fingerprint records 
Into one comprehensive schedule and provides retention 
and disposition instructions for the IAFIS electronic 
information system and any hardcopy records that are 
scanned for Input Into the IAFIS system 

now for the business for this agency or will not be 

from the General Accounting Office, under the 

o has been requested 

TITLE 
Chief, Records Automation Section 
(for) Agency Records Officer 

9 GRS OR 10 ACTION TAKEN
SUPERSEDED JOB (NARA USE ONLY) 

CITATION 

N 1-065-04-05 
/ 

PREVIOUS EDITION NOT USABLE STANDARD FORM 115 (REV 3-91) 
Prescribed by NARA 36 CFR 1228 

115-109 



Fingerprint Identification Records System (FIRS) 

The Fingerprint Identification Records System (FIRS) IS used to perform identification 
and criminal history record functions and maintain resultant records for local, state, tribal, 
Federal, foreign, and international criminal justice agencies, as well as for noncnmmal 
justice agencies and other entitles where authonzed by Federal statute, state statute 
pursuant to Pubhc Law 92544, Presidential Executive Order, or regulation of the 
Attorney General of the Umted States In addition. tdentificanon assistance IS provided 
in disasters and for other humanitarian purposes Records within FIRS are mamtained as 
automated records within the Integrated Automated Fmgerpnnt Identification System 
(lAFIS), as microfilm, or m their ongmal state as hard copy fingerpnnt cards stored in 
tile cabinets 

Integrated Automated Fingerprint Identification System (IAFIS) 

The Integrated Automated Fingerprint Identification System (lAFIS) was developed to 
sustain the FBI's mission of providing idennficauon services to the nation's law 
enforcement commumty and to organizations where cnrmnal background histories are a 
cntical factor in consideration for employment IAFIS IS an integrated system that 
provides ten-pnnt, latent print, subject search, and cnrnmal history request services, 
document submission, and Image request services to FBI service providers as well as 
Federal, state, and local law enforcement users 

As a prerequisrte to developing IAFIS, the Criminal Justice Information Services (C JIS) 
Division worked with the National Institute of Standards and Technology (NIST) and the 
fingerprint commumty to develop a standard for electronically encoding and transmitting 
fingerpnnt image, identification. and arrest data This standard consists of an American 
National Standards Institute (ANSI) standard entitled "Data Format for the Interchange of 
Fmgerpnnt Information" (ANSI NIST -CSL 1-1993), together with an addendum "Data 
Format for the Interchange of Fmgerpnnt, Facial, and SMT Information" (ANSI NIST-
ITL 1a-1997) The IAFIS specific standard IS named the Electronic Biometnc 
Transmission Specification, version 7 

At the present tune, CJIS Division maintains a dual recordkeeping system consisting of 
an electronic fingerprint identification system (IAFIS) as well as a paper-based repository 
of criminal master fingerprint cards In 1995, CJIS DIVIsIOn and the Laboratory DIVIsIon 
SIgned a Memorandum ofUnderstandmg (MOU) agreemg that ClIS would continue to 
maintam the paper file until both parties approve Its destruction This MOU was 
established because the Laboratory's specifications for scanrung fingerprints (i.e., 
resolution requirements) do not coincide with the fingerpnnt specifications established 
for use in IAFIS The Laboratory and cns Division continue to dISCUSSthe development 
of a uniform scannmg standard, but until an agreement IS reached, cns Division will 
contmue to maintain the cnminal master fingerprint file in paper format as well as 
electronically m IAFIS. 



A. INPUTS 

\ 

I.) I age Files. Electroruc Images of CIvIland crinunal fingerprints acquired 
from outside a encies CIvil fingerprints are submitted electronically by local. state. or 
Federal agencie for Federal employment, military service, alien registration and 
naturalization, pe onal identification purposes, and other legislatively authorized 
purposes. Crimma fingerprints are submitted as a result of an arrest at the local, state, or 
Federal level. Crim al fingerprints are processed locally and then electronically 
forwarded to a state 0 Federal agency processing center In the majority of the cases. the 
prints are electrorncall transmitted through the ClIS Division WIde Area Network 
(WAN) or Shared Ente nse Network (SEN) to the FBI The CIvIland cnmmal 
fingerprints are then impo ed into IAFIS through the Identificanon Taskmg and 
Networking (lTN) segment 

DISPOSITION: See it 11 B-Data FIles 

2) Hardcopy Fingerprint Cards. Some City, county, state, and Federal 
jurisdictions do not possess electronic fingerpnnt Imaging and transmittal capabilities. 
Fingerprints from these sources are submitted in ten-print hard copy format Once these 
cards are received by ClIS, they are scanned by Card Scannmg Services (CSS) and 
Imported mto IAFIS as an electronic Image 

DISPOSITION: 

a Civil FingCrpri~ ds: DESTROY after verification of a successful 
scan. IltC~ C-r<5~ rkM L 

b Criminal Fingerprint Cards As images are imported into IAFIS, the 
system assigns one of three designators to the Images. "R" designates a return 
submission with a response, "0" designates a destroy submission, and "T" 
designates a submission which has been retamed in IAFIS 

I. '"R" and "D"~ ls: DESTROY after verification of a 
successful scan· La~ crt<: 5 W ,¥i~ 2-

2. '"T" Cards: Inter~the hard copy Cr!mmal ~t~r FIle. 
~(i.'-f' ("\s~~~ 

[NOTE These retention periods (items a and b above) have p~viously been approved by 
the National Archives and Records Administration (NARA) m lobs N 1-65-95-03 and 
NI-065-04-05, and are included only for clanfication purposes] 



3 ) Late t Prints. The FBI Laboratory receives electronic and hard copy latent 
pnnts Hard copy ints are converted by the Laboratory and then used to perform 
matches m the IAFI system IAFIS provides the FBI's laboratory with enhanced search 
capabilities using data ses especially designed for matchmg latent pnnts. The 
Laboratory has the option f adding umdentified latent fingerprints to IAFIS, however, 
not all unidentified latent f erprmts are retained in the Unsolved Latent File (ULF) 

DISPOSITION See iter 

B. DATA FILES 

1 ) Identification Tasking and Networking (ITN) The ITN segment ofIAFIS 
serves as the system's workflow manager by receiving incommg transactions and routmg 
them based on the type of transaction ITN mteracts WIth both the Interstate 
Identification Index (III) and the Automated Fingerpnnt Identification System (AFIS) 
and lmks networks to the FBI ITN provides the computer apphcations for ten-print, 
document, and latent processing and mamtams the Fmgerpnnt Image Master File (FIMF) 
It is also the pnncipal mterface to external users who submit electronic submissions and 
requests. The ten-pnnt processmg sub-element (TPS) processes automated and manual 
fingerpnnt submissions. The document processmg sub-element (DPS) processes file 
maintenance requests, search requests, and record requests. The latent processing sub-
element (LPS) provides latent specialists with the ability to create a submission, enter It 
on the submission log, and scan latent prints into the image log 

a Electronic File Folders (EFF). The electroruc file folders (EFF) 
contam the coming ten pnnt submissions and any changes made to the 
submissions nng IAFIS processing. Once IAFIS processmg and tile 
mamtenance IS omplete, the SUbnllSSIOn is deleted from the EFF. 

b. Ten P int Certification File. This file maintams an exact copy of 
each fingerpnnt ca submission, which eJIS is legally required to mamtam 
These copies are kn wn as "ten-print certification cards " 

c tent File (ULF) This file contams latent fingerprmt 
Images that have been I ut by the FBI Laboratory and state agencies 

DISPOSITION for DELETE/DESTROY when the crime is 
solved or when the record 0 er requests its removal 

IV l- b(- 0'1-) ~ I~I 6[ Co-



d Audit Lo 

saction History File. This log identities each user 
transaction proc ssed by IAFIS including each function performed on the 
input data to inch' e who performed the function, when It was performed, 
and the results oft e function performed, the server which performed the 
function, final outp data; transaction start time and date, and transaction 
completion time and ate 

DISPOSITION: Mamtai online for two years and then offline for 3 years 

DELETE/DESTROY wh 5 years old.'R n 
j\J (- "(: 0'1'-) l/ IC( I 

NOTE User Fee (UF) records are maintained according to the disposition authorities 
approved in NARA lob No NC 1-65-83-26 

2. Recei [ng Agency Notification Report (RANR) The RANR 
is associated with ie 1Il Subject Cnminal History Record This log 
records replies to c tnbuting agencies and the date those responses were 
sent out. 

DISPOSITION: DEL E/DESTROY when the corre~ond1l1g index 
I. /J 1- 6r-o¢-r]:> I flL 

e. Fingerprint Image Master File (FIMF) The FIMF IS subdivided into 
cnrrunal and civil tiles 

1. Criminal Subject Master File Thts data tile was put 1I1tO 
operation 111 July 1999 It IS a digital copy of the hard copy Criminal 
Master File and contains more than 65 million images and their associated 
indices. The database consists of three fields: a binary fingerprint image, 
an FBI number (FNU), and a tlag noting whether the file is active or 
mactrve The file IS used to support manual fingerpnnt comparisons 

DISPOSITION. DELETE/DESTROY all fingerpnnt cards and 
corresponding indices when records indicate that the mdividual has 
reached 110 years of age or 111 cases where nonficanon of death IS 
received, when the subject would have been 110 years of age 

5l.tpE:-rseJl' ~ IV' - b r-O c;- [" 13 I~ I 
NOTE When an expungement order is received from a Federal court, then the identified 
records will be destroyed in accordance with the court order ClIS DIvIsIOn, as a matter 
of comity, complies with expungement requests from state and local crmunal justice 
agencies to delete arrest data that has been submitted by that agency 



2 Civil Subject Index Master File. This data file was created In 
May 2000 and contains over 45 million Images. The file includes 
fingerpnnt cards, Index mformation, and related matenal, which are 
generated as a result of Federal employment applications or military 
service, for alien registration and naturalization purposes, for personal 
identrficanon purposes, and other legislatively authorized purposes. 

DISPOSITION' DELETE/DESTROY when the records mdicate 
that the individual has reached 110 years of age or in cases where 
notification of death IS received, when the subject would have been 110 

years of age fJ !.I I _ -_ 4-S" "'Ble.. 2-
5'V ~ IG-.se<::;~ VV I b.) o 

2 ) Interstate Identification Index (III) The III segment serves as the holder of 
descnptive mforrnanon and cnrnmal history services for the IAFIS commumty, which 
mcludes local, state, and Federal law enforcement agencies as well as civihan agencies. 
Requests are received electromcally from ITN service providers Non-electromc special 
requests from designated Federal and civilian agencies are given to IAFIS service 
providers who electronically submit the request to IAFIS III performs automated name 
and biographic searches in response to ITN, National Instant Cnminal Background Check 
System (NICS), and National Crime Information Center (NCIC) requests III supports 
NCIC Query History (QH) and Query Record (QR) messages by providmg answers to 
millions of queries per day III services are made up of subject search, tile mamtenance, 
response generation, and segment adrrurustrator support services Subject search services 
provide the capability to search the cnmmal and civil repositones for a specific subject or 
a subject with a similar sounding name FIle maintenance services support the addition, 
modification, and deletion of data from the cnmmal history and civil subject databases 
All file maintenance occurs first m III; whenever a record IS added to IAFIS, it IS first 
added to III, and then messages are sent out to ITN and AFIS. Response generation 
services produce replies to database queries and tile maintenance requests 

a ubject Criminal History File. The master tile In IAFIS, this file 
contains the criminal history records or "rap sheets" of over 65 million Individuals 
Included In t e subject cnrrunal history tile are notations of arrests/court/custody 
information a d personal descnptive data. 

DISPOSITION: PERMANENT. Transfer in a format acceptable to NARA at the 
end of the calendar year 1 which records mdicate that the individual has reached 110 
years of age or, m cases ere notification of death is received, when the subject would 
have been 110 years of ag . 

Vertficatton of death IS established by comparison of deceased tndtvtdual 's 
with the fingerprints 1111herecord 

b Repor from III that are sent to ITN and AFIS 

DISPOSITIO : See Item C-Outputs. 



3 ) Automated Fi erprint Identification System (AFIS) AFIS provides 
searches based on fingerpn t features AFIS contains limited descriptive information (i e., 
race and sex) which is used 0 narrow the hits for latent fingerpnnt idennfication 
purposes. 

DISPOSITION DEL J'E/DESTROY when the corresponding fingerpnnt 
submission and index are remo ed from III or ITN 

jU )-6->-tY!-5 

1 ) Re onse to inquiries
 
2.) Fing rprint identification/non-identificanon
 
3.) Subje t search and criminal history
 
4 ) DIrect emote searches
 
5 ) Statistic I reports
 

(all outputs) DELETE/DESTROY when superseded, obsolete, or 
ference j'lJ /- f.::, rz: 0,/-:) 

D. SYSTEM DOCUMENTATION 

Cfl S Division maintains extensive documentation detailing the development, 
implementation, and operanon of the IAFIS system. Cfl S is currently converting the 
system documentation to electromc format 

1 ) Documenta ion for Criminal History File Data system codebooks and 
record layouts idennfyiri the logical and physical structure of the data transferred to 
NARA 

DISPOSITION: PE ANENT. f}elcte,'ssstrs), Vli'leR :5tlf'erseEieEiSf Qb:wiw 
Transfer documentation of sys m modifications in a format acceptable to NARA 
annually with the transfer of rei ed records (NOTE ThIS disposttion authonty was 
previously approved m NARA 10 No. N 1-6595-03 and is included for clarification 
purposes only) a-eS"2-0 t-k»: II 

2 ) All Other System Documentation. Documentation regarding the 
development, implem ntation, and operation of the IAFIS system 

DISPOSITION 

. DESTROY after verification of a successful scan. 

n. DELETE/DESTROY when system IS discontinued. 

(;lp6 -z-o ;rh- 1/ 



up daily In case system restoration IS required due to a system failure or 
other unintentio 1 loss of data 

1.) DELETE ESTROY Incremental backup media when superseded by a full 
backup or when 90 da sold 

2.) DELETE/DE TROY full backup media when a more current full backup has 
been successfully capture or when no longer needed for system restoration, whichever is 

later. ifJ!-5 2-i ,-F"'- Cf4. 
J 

F. RELATED RECORDS 

1 ) Additional Record Sheets (ARS) Pnor to automation, cns DIVIsIon 
maintained fingerpnnt cards in a manual Jacket The cards were two-hole punched and 
attached to a file back by the use of a two-prong clasp. The tile back was known as the 
ARS back One side of the ARS back contained employee identification numbers and 
dates that mdicated when a tile was pulled for some action. The other side of the ARS 
back was used pnmanly to record any disseminations of the record, including notations 
of expungernents or purges of record entries. such as deletions of arrests for non-senous 
offenses ARS backs were only mamtamed for cnrrunal fingerpnnt cards CJIS is in the 
process of converting these cards to electronic format 

DISPOSITION 

a Hardcopy Files DE~ - Y after verification of a successful scan. cl 
ST~ (Yt2.S 2-<) ;-:P k.. .:2Q..l 

b. Scanned Version. DELETE when records indicate that the Individual 
has reached II 0 years of age or 111 cases where notificanon of death IS received, 
when the subject would have been II 0 years of age (111 accordance with Data 

Files In Item B) S' u~ ru-seJ,c.J-- ju /- " j- O'f-") F(b 

NOTE: When an expungement order is received from a Federal court, then the identified 
records will be destroyed In accordance with the court order. CllS, as a matter of comity, 
comphes with expungement requests from state and local criminal Justice agencies to 
delete arrest data that has been submitted by that agency. 



, . 

2.) Hardcopy Fingerprint Cards 

a Civil Fingerprint Cards/Records. Fingerprint cards and related
 
manual indices generated in connection with the background mvestiganons of
 
mihtary enlistees and civilian job applicants.
 

DISPOSITION: 

Hardcopy F~ - ESTROY after venfication of a s'l"cessful 
iles~ G-1?- oS ZG> i -:t::i.... ~ 'fscan. 

2. Scanned Version DELETE when records indicate that the 
mdividual has reached 110 years of age or In cases where nonfication of 
death is received, when the subject would have been 110 years of age (in 
accordance with Data Files in Item B) 

S vf4.rHJ.e.i- /IJ l=:br-- 0 'f-r; A...}J- 6 )-9 r--~ IV) - (, '-02 - 'f 
b Criminal Fingerprint CardslRecords (including the Criminal
 

Master File) Hardcopy idennficanon records (Rap Sheets), fingerprint cards,
 
and corresponding manual or automated indices generated In connection with the
 
arrest or mcarceration of mdividuals
 

DISPOSITION: 

1. Hardcopy Fil~. DESTROY after venfication of a successful 
scan es~ @12. .s 'Z-t) ;-/t- ZA. <I 

2. Scanned Version. DELETE when records indicate that the 
individual has reached 110 years of age or In cases where notification of 
death is received, when the subject would have been 110 years of age (in 

accordance witlj, Data FIles in Item B) ..- _ IVI (,.)-oz.-f
S""ur-1-"1~~ .. Ai [ : bl-au -), AJ /- (., -') - S; -

3 ) Henry Classified Military File The CJIS Division maintains a collection of 
approximately 4.1 million Henry Classified Military Fingerprint Cards for enlisted 
personnel with birthdates of 1960 to present The cards are separated by the subject's 
gender and filed according to Henry Classification. These fingerprint cards are searched 
to process Bureau fugitive requests, telephone requests from vanous ClIS offices, and the 
Laboratory Division's Latent Fingerprint Section for identification purposes In the past, 
the cards have been manually searched: however, this process IS not only inefficient, but 



.... 

also adds hours of search tune to immediate and sensitive requests To facilitate 
searching, the Henry Classified Mihtary fingerpnnt cards are being converted to 
electronic images and stored 111 the IAFIS CIVtl Subject Index Master File. 

DISPOSITION: 

Hardcopy File\:STROY after verification of a ~eeessful 
scan. C-I!- <S. Z-o -;te.- 2.--c 'f 

2 Scanned Version DELETE when records indicate that the 
individual has reached 110 years of age or 111 cases where notification of 
death IS received, when the subject would have been 110 years of age (111 

accordance with Data Files 111 Item B). 5'1" -r ..Ja... JU I-br-OL{-r P.3 

4 ) Microfilm Library The microfilm library consists of 71 ,000 rolls contaimng 
approximately 265 million criminal and civil fingerprint Images The microfilm 
conversion project began 111 1958 and ended 111 July 1999 with the irnplementanon of 
IAFIS The fingerprints were not microfilmed in order by date of birth; therefore, the 
entire microfilm collection will be maintained until the birth date of the most recent set of 
fingerpnnts (i e. born m 1981) reaches 110 years of age 

DISPOSITION. 

a. Microfilm Files \ cSTR 0 Y after verification of a :'}"eessful scan. or 
111 2091, whichever comes fi~ 6- f2-s 2-0 I~ 2A. 7 

b Scanned Version. DELETE when records indicate that the individual 
has reached 110 years of age or 111 cases where notification of death IS received, 
when the subject would have been 110 years of age (111 accordance with Data 

FIles in Item B), or 111 2091, whichever comes Erst ,+- rT:"A 

:7"\...p-e.rH~.s- ;U/- (,I-O{-j/'f-t-...., T'7 

NOTE: When an expungement order IS received from a Federal court, then the rdennfied 
records will be destroyed 111 accordance with the court order. Cf IS DIvision, as a matter 
of comity, complies with expungement requests from state and local cnrnmal justice
 
agencies to delete arrest data that has been submitted by that agency.
 




